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ASSEMBLY
27th session
Agenda item 9
A 27/Res.1044
20 December 2011
Original: ENGLISH
Resolution A.1044(27)
Adopted on 30 November 2011
(Agenda item 9)
PIRACY' AND ARMED ROBBERY AGAINST SHIPS?IN WATERS OFF THE COAST
OF SOMALIA
THE ASSEMBLY,

RECALLING Article 15(j) of the Convention on the International Maritime Organization
concerning the functions of the Assembly in relation to regulations and guidelines
concerning maritime safety and the prevention and control of marine pollution from
ships,

RECALLING ALSO Article 1 of the Charter of the United Nations, which includes,
among the purposes of the United Nations, the maintenance of international peace and
security,

ALSO RECALLING article 100 of the United Nations Convention on the Law of the Sea
("UNCLOS"), which requires all States to cooperate to the fullest possible extent in the
repression of piracy on the high seas or in any other place outside the jurisdiction of any
State,

1 "Piracy" is defined in article 101 of the United Nations Convention on the Law of the Sea as follows:

"Piracy consists of any of the following acts:

(a) any illegal acts of violence or detention, or any act of depredation, committed for private ends by the
crew or the passengers of a private ship or a private aircraft, and directed:

(i) on the high seas, against another ship or aircraft, or against persons or property on board such ship
or aircraft;

(i) against a ship, aircraft, persons or property in a place outside the jurisdiction of any State;

(b) any act of voluntary participation in the operation of a ship or of an aircraft with knowledge of facts
making it a pirate ship or aircraft;

(c) any act of inciting or of intentionally facilitating an act described in subparagraph (a) or (b)."

2 "Armed robbery against ships" is defined in the Code of Practice for the Investigation of Crimes of Piracy

and Armed Robbery Against Ships (resolution A.1025(26), Annex, paragraph 2.2), as follows:

"Armed robbery against ships means any of the following acts:

.1 anyillegal act of violence or detention or any act of depredation, or threat thereof, other than an
act of "piracy", committed for private ends and directed against a ship or against persons or
property on board such ship, within a State's internal waters, archipelagic waters and territorial
sea;

.2 any act of inciting or of intentionally facilitating an act described above."
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RECALLING FURTHER article 105 of UNCLOS, which, inter alia, provides that, on the
high seas or in any other place outside the jurisdiction of any State, every State may
seize a pirate ship or aircraft, or a ship or aircraft taken by piracy and under the control
of pirates, and arrest the persons and seize the property on board,

BEARING IN MIND article 110 of UNCLOS which, inter alia, allows warships, military
aircraft, or other duly authorized ships or aircraft clearly marked and identifiable as
being on government service to board any ship, other than a ship entitled to complete
immunity in accordance with article 95 and article 96 of UNCLOS, when there are
reasonable grounds for suspecting that the ship is, inter alia, engaged in piracy,

EXPRESSING appreciation to the Council for its decision to adopt "Piracy -
Orchestrating the response” as the theme for World Maritime Day 2011, on the basis of
which an action plan has been devised, in cooperation with industry and seafarer
representative organizations, aiming at the Organization not only playing its part and
intensifying its efforts to meet the challenges of eradicating the scourge of piracy but,
more importantly, to orchestrate an effective international response, by:

(a) increasing pressure at the political level to secure the release of all hostages
being held by pirates,

(b) reviewing and improving the IMO guidelines to Administrations and
seafarers and promoting compliance with industry best management
~practices and the recommended preventive, evasive and defensive measures
that ships should follow,

(c) promoting greater levels of support from, and coordination with, navies,

(d) promoting anti-piracy coordination and cooperation procedures between
and among States, regions, organizations and industry,

(e) assisting States to build capacity in piracy-infested regions of the world to
deter, interdict and bring to justice those who commit acts of piracy and
armed robbery against ships,

(f) providing care, during the post-traumatic period, for those attacked or
hijacked by pirates and for their families,

REAFFIRMING:

(@) resolution A.545(13) on Measures to prevent acts of piracy and armed
robbery against ships, adopted on 17 November 1983,

(b) resolution A.683(17) on Prevention and suppression of acts of piracy and
armed robbery against ships, adopted on 6 November 1991,

(c) resolution A.738(18) on Measures to prevent and suppress piracy and
armed robbery against ships, adopted on 4 November 1993,

(d) resolution A.923(22) on Measures to prevent the registration of "phantom"”
ships, adopted on 29 November 2001,
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BEARING IN MIND resolution A.1026(26) on Piracy and armed robbery against ships in
waters off the coast of Somalia, through which the Assembly has recommended a
number of actions to be taken by Governments, the Transitional Federal Government of
Somalia, the Council, the Maritime Safety Committee and the Secretary-General, with a
view to bringing the situation under control,

NOTING WITH APPRECIATION the actions taken to that effect by the Security Council
of the United Nations (“the Security Council”) and, in particular, the adoption, under the
provisions of chapter VII of the Charter of the United Nations, of Security Council
resolutions 1918 (2010), 1950 (2010), 1976 (2011), 2015 (2011) and 2020 (2011) in
relation to piracy and armed robbery in waters off the coast of Somalia,

NOTING that the General Assembly of the United Nations, by resolution A/RES/65/37A
on Oceans and the law of the sea, has recommended a number of actions to be taken
by each State and also through cooperation, coordination and collaboration at a bilateral,
regional or global level with a view to repressing piracy and armed robbery against ships,
in particular in waters off the coast of Somalia, and that, inter alia, it has urged States to
implement the related provisions of UNCLOS and resolution A.1026(26) and the
Assembly to "consider adopting a resolution on commitments to best management
practices to avoid, deter or delay acts of piracy",

RECALLING that, pursuant to resolution A.1002(25) on Piracy and armed robbery
against ships in waters off the coast of Somalia®, Governments in the region have
concluded, in cooperation with the Organization, the Code of Conduct Concerning the
Repression of Piracy and Armed Robbery against Ships in the Western Indian Ocean
and the Gulf of Aden (the "Djibouti Code of Conduct"), which has so far been signed by
18 States,

FURTHER BEARING IN MIND resolution A.1025(26), through which the Assembly
adopted the Code of Practice for the Investigation of the Crimes of Piracy and Armed
Robbery against Ships ("the Code"), which, inter alia, urges Governments to take action,
as set out in the Code, to investigate all acts of piracy and armed robbery against ships
occurring in areas or on board ships under their jurisdiction; and to report to the
Organization pertinent information on all investigations and prosecutions concerning
these acts,

RECALLING WITH APPRECIATION the action taken by the Maritime Safety Committee,
at its eighty-sixth session, in approving revised recommendations to Governments* and
guidance to shipowners and ship operators, shipmasters and crews® on preventing and
suppressing acts of piracy and armed robbery against ships,

NOTING ALSO WITH APPRECIATION that the Maritime Safety Committee, at its
eighty-seventh, eighty-eighth and eighty-ninth sessions, in response to resolution
A.1026(26) and relevant discussions at the Security Council and in the light of
developments, has:

3 Revoked and replaced by resolution A.1025(26).

4 Refer to MSC.1/Circ.1333 on Recommendations to Governments for preventing and suppressing piracy
and armed robbery against ships, as it may be revised.

5 Refer to MSC.1/Circ.1334 on Guidance to shipowners and ship operators, shipmasters and crews on
preventing and suppressing acts of piracy and armed robbery against ships, as it may be revised.
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(a) approved the establishment® of a distribution facility for the provision of LRIT
information to security forces operating in the waters of the Gulf of Aden and
the western Indian Ocean to aid their work in the repression of piracy and
armed robbery against ships; interim recommendations for flag States’,
shipowners, ship operators and shipmasters® regarding the use of privately
contracted armed security personnel (PCASP) on board ships in the High
Risk Area; the Guidelines to assist in the investigation of the crimes of piracy
and armed robbery against ships®; interim recommendations® for port and
coastal States regarding the use of PCASP,

(b) disseminated guidance to Company Security Officers'' on preparations for
the contingency of hijack by pirates and the specific advice'?developed by the
industry in the form of best management practices,

(c) adopted resolution MSC.305(87) on Guidelines on operational procedures
for the promulgation of maritime safety information concerning acts of piracy
and piracy countermeasure operations,

(d) adopted resolution MSC.324(89) on Implementation of best management
practice guidance,

NOTING WITH SATISFACTION the actions taken, since its last session, by the
Facilitation Committee, the Technical Co-operation Committee, the Council and the
Secretary-General aiming at preventing and suppressing acts of piracy and armed
robbery in the waters off the coast of Somalia, including in the Gulf of Aden and the
western Indian Ocean area,

NOTING ALSO the Legal Committee's agreement on the need for all States to have in
place a comprehensive legal regime to prosecute pirates, consistent with international
law; its identification of key elements of international instruments which may be used to
assist States in developing or reviewing national legislation; and its review of the options
presented by the Special Advisor on Piracy to the United Nations Secretary-General for
prosecuting persons responsible for acts of piracy and armed robbery at sea,

FURTHER NOTING developments that have taken place since its last session and the
contribution made by various entities to repress piracy off the coast of Somalia,
including in the Gulf of Aden and the western Indian Ocean area,

6 Refer to resolution MSC.298(87) on Establishment of a distribution facility for the provision of LRIT
information to security forces operating in the waters of the Gulf of Aden and the western Indian Ocean to
aid their work in the repression of piracy and armed robbery against ships.

7 MSC.1/Circ.1405/Rev.1 on Revised interim guidance to shipowners, ship operators and shipmasters on

the use of privately contracted armed security personnel on board ships in the High Risk Area, as it may

be revised.

8 Refer to MSC.1/Circ.1406/Rev.1 on Revised interim recommendations for flag States regarding the use of
privately contracted armed security personnel (PCASP) on board ships in the High Risk Area, as it may
be revised.

9 Refer to MSC.1/Circ.1404 on Guidelines to assist in the investigation of crimes of piracy and armed
robbery against ships, as it may be revised. )

10 Refer to MSC.1/Circ.1408 on Interim recommendations for port and coastal States regarding the use of
privately contracted armed security personnel on board ships in the High Risk Area, as it may be revised.

11 Refer to MSC.1/Circ.1390 on Guidance for Company Security Officers — Preparation of a company and
crew for the contingency of hijack by pirates in the Western Indian Ocean and the Gulf of Aden, as it may
be revised.

12 Refer to MSC.1/Circ.1339 on Piracy and armed robbery against ships in waters off the coast of Somalia
— Best Management Practices for Protection against Somalia Based Piracy or BMP4 developed by the
industry, as it may be revised.
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NOTING that the Security Council, in resolution 2002(2011), inter alia, reaffirms the
arms embargo on Somalia imposed by resolution 733(1992) ; demands that all parties
ensure full, safe and unhindered access for the timely delivery of humanitarian aid to
persons in need of assistance across Somalia; calls upon the Transitional Federal
Government of Somalia to consider banning all trade by large merchant vessels with
Al-Shabaab controlled ports; and re-establishes the Monitoring Group®for a period of
12 months from the date of the resolution,

NOTING WITH GREAT CONCERN that incidents of piracy and armed robbery against
ships continue to occur in waters off the coast of Somalia, some of which have
reportedly taken place more than 1,700 nautical miles from the pirates' home bases,

FURTHER NOTING that the increased geographical spread of pirate attacks in the
Indian Ocean necessitates Governments providing additional naval vessels, maritime
patrol and reconnaissance aircraft and other surveillance assets, operating bases and
logistic support,

MINDFUL OF the grave danger to life and the serious risks to navigational safety and
the environment that attacks by pirates may cause,

BEING CONCERNED at the serious impact on safety and security, in particular on the
seafaring community and the shipping industry, that attacks against ships sailing in
waters off the coast of Somalia may have,

BEING EQUALLY CONCERNED at the negative impact that such attacks may have on
the prompt and effective delivery of food aid and other humanitarian assistance to
Somalia and the serious threat that this poses to the health and well-being of the people
of Somalia,

RECOGNIZING that the particular character of the present situation in Somalia requires
a well coordinated response in order to safeguard human life and protect the shipping
making use of the waters off the coast of Somalia,

RECOGNIZING ALSO the strategic importance of the shipping routes along the coast of
both sides of the Horn of Africa for regional and international seaborne trade and the
need to ensure that they remain safe at all times,

13 The Monitoring Group on Somalia established by the Security Council through resolution 1519 (2003)
and its mandate was renewed, expanded and extended through resolutions 1558 (2004), 1587 (2005),
1630 (2005), 1676 (2006), 1724 (2006), 1766 (2007), 1772 (2007), 1801 (2008), 1811 (2008), 1844
(2008), 1853 (2008), 1862 (2009), 1907 (2009), 1916 (2010) and 1972 (2011).
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ENDORSING the position of the Maritime Safety Committee that seafarers should not
carry firearms and that the carriage of armed personnel on board ships for enhancing
their protection should be left to flag States to decide, once a thorough risk assessment
exercise has been carried out and following consultations with the shipowners
concerned,

REITERATING its full respect for the sovereignty, sovereign rights, jurisdiction and
territorial integrity of Somalia and the relevant provisions of international law, in
particular UNCLOS,

HAVING CONSIDERED, in the light of the situation prevailing in the waters off the coast
of Somalia, the recommendations of the Council at its twenty-sixth extraordinary
session,

1. CONDEMNS AND DEPLORES all acts of piracy and armed robbery against ships,
irrespective of where such acts have occurred or may occur;

2. EXPRESSES deep sympathy for the loss of seafarers while in captivity; for their
plight while held hostage in appalling conditions, often for long periods of time; and to
their families;

3. APPEALS to all parties that may be able to assist to take action, within the provisions
of international law, to ensure that:

(@) all acts or attempted acts of piracy and armed robbery against ships are
terminated forthwith and any plans for committing such acts are also forthwith
abandoned;

(b) any hijacked ships, seafarers serving on them and any other persons on
board such ships are immediately and unconditionally released and that no
harm is caused to them;

4. EXPRESSES deep appreciation to Governments, acting individually or collectively,
for dispatching naval vessels and military aircraft to the Gulf of Aden and waters off the
coast of Somalia to assist in the prevention and suppression of attacks by pirates on
merchant ships and for bearing the considerable cost of such deployment;

5. RECOGNIZES with appreciation the efforts of the Transitional Federal Government
of Somalia, as supported by regional bodies and States including the Intergovernmental
Authority on Development, the African Union Mission in Somalia (AMISOM) (Burundi
and Uganda) and Kenya, among others, to eliminate piracy on a sustainable basis;

6. EXPRESSES ALSO deep appreciation for:
(@) the work of naval vessels and other military assets made available by
Governments to repress piracy and armed robbery against ships in the Gulf of
Aden, the Arabian Sea and the western Indian Ocean; and to escort ships
carrying humanitarian aid to Somalia;
(b) the efforts of all those who have responded to calls from, or have rendered
assistance to, ships under attack in waters off the coast of Somalia;
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(c) the work done by operational centres established in the region and beyond
in warning shipping and other concerned parties about incidents occurring in
waters off the coast of Somalia;

(d) the efforts made by the shipping industry to develop guidance to assist ships
to avoid, deter, delay and respond to piracy attacks off the coast of Somalia,
including the Gulf of Aden, Arabian Sea and Indian Ocean area, in particular
best management practices; and for the reports submitted to the Organization
in relation to this issue;

(e) the efforts of those who have contributed towards resolving cases involving
ships that had been hijacked and seafarers who had been held hostage;

(f) the financial contributions made to the IMO Djibouti Code of Conduct Trust
Fund, the in-kind contributions made to further the implementation of the
Djibouti Code of Conduct and the work done by the Secretary-General and
the Secretariat towards the implementation of the provisions of the Code:

(9) the arrangements made by States in the western Indian Ocean area
forreceiving and prosecuting alleged pirates captured by naval ships
operating therein or for providing support facilities to naval vessels and other
military assets — in particular the efforts made by Djibouti, Kenya, Mauritius,
Seychelles and Yemen;

(h) the work of the Contact Group on Piracy off the Coast of Somalia and its
Working Groups assuring a mechanism to provide a common point of contact
between and among States and regional and international organizations on
aspects of combating piracy, in conformity with the provisions of Security
Council resolutions 1851 (2008), 1897 (2009), 1918 (2010), 1950 (2010),
1976 (2011) and 2020 (2011);

() the work of the Secretary-General and the Secretariat to implement the
Action Plan to promote the 2011 World Maritime Day theme: "Piracy —
Orchestrating the response";

7. STRONGLY URGES Governments to intensify their efforts to prevent and suppress,
within the provisions of international law, acts of piracy including acts to incite or
facilitate an act of piracy or armed robbery against ships irrespective of where such acts
occur and, in particular, to cooperate with other Governments and international
organizations in the interests of the rule of law, safety of life at sea and environmental
protection, in relation to acts of piracy occurring or likely to occur in the waters off the
coast of Somalia, including the Gulf of Aden and the western Indian Ocean area, as well
as investigate and prosecute those who fillicitly finance, plan, organize, or unlawfully
profit from pirate attacks off the coast of Somalia, including the Gulf of Aden and the
western Indian Ocean area;

8. ALSO STRONGLY URGES Governments which have not already done so to
promptly:
(a) do everything in their power to ensure that ships entitled to fly their flag
comply with the preventive, evasive and defensive measures detailed in the
best management practice guidance and to ensure, as a minimum, that:
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(i) shipmasters receive updated piracy-related information before and
during sailing through the waters off the coast of Somalia, including the
Gulf of Aden and the western Indian Ocean area;

(i) ships register with the Maritime Security Centre Horn of Africa
(MSCHOA) and report to United Kingdom Maritime Trade Operations
(UKMTO) in Dubai;

(iii) ships navigating through the Gulf of Aden follow the Internationally
Recommended Transit Corridor', as well as any relevant advice and
guidance provided by competent entities;

(iv) ships carrying PCASP promptly advise MSCHOA when registering
their intention to transit the waters off the coast of Somalia, including
the Gulf of Aden and the western Indian Ocean area;

(b) issue, taking into account the recommendations and guidance’® developed
by the Organization and the industry’®, to ships entitied to fly their flag, as
necessary, specific advice and guidance on any appropriate additional
precautionary measures that ships may need to put in place when sailing in
waters off the coast of Somalia to protect themselves from attack, such as not
sailing through waters off the coast of Somalia, including the Gulf of Aden and
the western Indian Ocean area;

(c) decide, taking into account the interim recommendations and guidance'’
developed by the Organization, as a matter of national policy, whether ships
entitled to fly their flag should be authorized to carry privately contracted
armed security personnel and, if so, under what conditions;

(d) in their capacity as port or coastal States, if applicable and taking into
account the recommendations and guidance'® developed by the Organization,
promulgate their national policy on the embarkation, disembarkation and
carriage of privately contracted armed security personnel and of the firearms,
ammunition and security-related equipment to be used by such security
personnel on board ships; to make known such policies and procedures to
the shipping industry, the providers of privately contracted armed security
personnel and all Member Governments in order to enable flag States to act
accordingly; and to provide relevant information to the Organization'®;

14 Refer to SN.1/Circ.281 on Piracy and Armed Robbery against Ships in Waters Off the Coast of Somalia —
Information on Internationally Recommended Transit Corridor (IRTC) for Ships transiting the Gulf of Aden,
as it may be revised.

15 Refer to MSC.1/Circ.1333 and MSC.1/Circ.1334, and SN.1/Circ.281, as they may be revised.

16 Refer to MSC.1/Circ.1339, as it may be revised.

17 Refer to MSC.1/Circ.1405/Rev.1 on Revised interim guidance to shipowners, ship operators, and
shipmasters on the use of privately contracted armed security personnel on board ships in the High Risk
Area and MSC.1/Circ.1406/Rev.1 on Revised interim recommendations for flag States regarding the use
of privately contracted armed security personnel on board ships in the High Risk Area, as they may be
revised.

18 Refer to MSC.1/Circ.1408 on Interim recommendations for port and coastal States regarding the use of
privately contracted armed security personnel on board ships in the High Risk Area, as it may be revised.

19 Refer to MSC/FAL.1/Circ.2 on Questionnaire on information on port and coastal State requirements
related to privately contracted armed security personnel on board ships.
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(e) issue, taking into account the recommendations and guidance developed by
the Organization® and the industry®', to ships entitled to fly their flag, as
necessary, advice and guidance on any measures or actions they may need
to take when under attack, or threat of attack, while sailing in waters off the
coast of Somalia, including the Gulf of Aden and the western Indian Ocean
area;

() encourage ships entitled to fly their flag to ensure that information® on
attempted attacks or on acts of piracy or armed robbery committed while
sailing in waters off the coast of Somalia is promptly conveyed to UKMTO in
Dubai and to the flag State, the nearby coastal States, the nearest
mostappropriate rescue coordination centre and/or information-sharing centre,
and the security forces which operate naval and other military assets in the
area;

(g) provide the Organization with information® on any attempted attacks or acts
of piracy or armed robbery committed against ships entitled to fly their flag
while sailing in waters off the coast of Somalia, including the Gulf of Aden and
the western Indian Ocean area, to enable the Secretariat to take appropriate
action in the circumstances;

(h) encourage ships entitled to fly their flag to implement expeditiously, for the
ship's protection and for the protection of other ships in the vicinity, any
measure or advice the nearby coastal States or any other State or competent
authority may have provided, including advice or guidance provided by
warships or other naval or military assets which may be operating in the area;

(i) establish, as necessary, plans and procedures to assist owners, managers
and operators of ships entitled to fly their flag in the speedy resolution of
hijacking cases occurring in the waters off the coast of Somalia, including the
Gulf of Aden and the western Indian Ocean area;

(j) establish, as necessary, plans and procedures for putting in place measures
or taking appropriate actions with a view to ensuring that any attacked or
hijacked ship entitled to fly their flag, and its shipboard personnel, continue to
be fit for purpose and work on board, respectively, or issue, to ships entitled
to fly their flag, as necessary, advice and guidance on any measures or
actions they may need to take to this end,

(k) encourage owners and operators of ships entitled to fly their flag to consider
fully the provision of post-traumatic care both for seafarers attacked or held
hostage by pirates and for their families, and in so doing take into account
recommendations and good practice guidance produced by the Organization
and industry and welfare organizations;

(I) establish, as necessary and when requested, plans and procedures to keep
substantially interested States informed, as appropriate, about welfare
measures for seafarers in captivity on ships entitled to fly their flag, measures
being taken for the early release of such seafarers and the status of payment
of their wages;

20 Refer to MSC.1/Circ.1333 and MSC.1/Circ.1334 and SN.1/Circ.281, as they may be revised.

21 Refer to MSC.1/Circ.1339, as it may be revised.

22 Refer to appendix 5 of the annex to MSC.1/Circ.1334 and to annex D to the annex to MSC.1/Circ.1339,
as they may be revised.

23 Refer to appendix 5 of the annex to MSC.1/Circ.1333 and appendix 6 of the annex to MSC.1/Circ.1334,
as they may be revised.
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(m) investigate® all acts or attempted acts of piracy and armed robbery occurring in
the waters off the coast of Somalia, including the Gulf of Aden and the western Indian
Ocean area, against ships entitled to fly their flag or, if applicable, with the consent of
other States having jurisdiction; collect related evidence when the shipboard personnel
involved in such cases are nationals, citizens or residents; and report to the
Organization any pertinent information and make available any related evidence to

those investigating such cases;

(n) take all necessary legislative, judicial and law-enforcement action so as to be able,
subject to national law, to receive, prosecute or extradite any pirates or suspected
pirates including those who illicitly finance, plan, organize, or unlawfully profit from pirate
attacks off the coast of Somalia, including the Gulf of Aden and the western Indian
Ocean area, as well as armed robbers captured by naval vessels or military aircraft, or
other ships or aircraft clearly marked and identifiable as being on government service;
(o) assist, individually or in cooperation with, among others, UNODC and INTERPOL,
Somalia and other States of the region in strengthening their counter-piracy law
enforcement capacities, including implementation of anti-money-laundering laws, the
establishment of financial investigation units and the strengthening of forensic
capacities, as tools against international criminal networks involved in piracy;

(p) support the investigation and prosecution of those who illicitly finance, plan,
organize or unlawfully profit from pirate attacks off the coast of Somalia;

(q) conclude, with respect to ships entitled to fly their flag employed by the World Food
Programme for the delivery of humanitarian aid to Somalia, where such ships are to be
escorted by naval vessels or military aircraft, or with respect to other ships or aircraft
clearly marked and identifiable as being on government service, taking into account
operative paragraph 9(f), any necessary agreements with the State(s) concerned;

9. REQUESTS Governments to instruct national rescue coordination centres,
information-sharing centres or other agencies involved, on receipt of a report of an
attack, to promptly initiate the transmission® of relevant advice and warnings (through
the World-Wide Navigation Warning Service; the International SafetyNet Service; or any
other appropriate means) to ships sailing in the waters off the coast of Somalia,
including the Gulf of Aden and the western Indian Ocean area, so as to warn shipping in
the immediate area of the attack;

24 Refer to resolution A.1025(26) on the Code of Practice for the Investigation of Crimes of Piracy and
Armed Robbery Against Ships and MSC.1/Circ.1404 on Guidelines to assist in the investigation of the
crimes of piracy and armed robbery against ships, as they may be revised.

25 Resolution MSC.305(87) on Guidelines on Operational Procedures for the promulgation of Maritime
Safety Information concerning acts of Piracy and Piracy countermeasure operations.

21



10. V<=V T7EHEBHEICH L, UTFOZ LRV ETe s L 2D TERET S

(a) Z=DOEOELIZEIRZ b OWEIRITA R ORI ~ORERE2PHE, EEL,
BONDBREREARL—Va  OREL LRI REMEL LTHERTSA
EMEZEY D, RELEDRDZVWIRBTEEZ LB L

(b) EEORIERRIZIEZ DI, MEHOBED I THRINL TV AL TOMES
BIEBIZfR S 4L, 51, Y~ U THEMITT DARRE BT &R ER B D
WEELRORWVWEIICT AL 2HIRET HIOOBEYRFERELELLZ
&

() Y~=UTHOBHBITAZRMEL., StEL, HEL., FECFIFEEZE L2
BETD-OOBEORITHHEZHE L &

(d) BB ORIEREICIEZ D, TOREV ICTHRI LTV A L,
A CREL KERET AL EHIC, BRETHEICNETE., BEE
FRET DL EHERTIEDOBELRTHE LD L

(e) BB, MR B bE., REBEICHLTEAR L — g VITEET S T-
DEWENICALT 5 B, MEETOMEROE(E L L GERSh TS D
EBA R EAREIC > TV AR OB L TR mEREY 5%
58, BREBIZHLEHTHZ &

() RI7TWEBEDOL, B MEEZOMEROEE L L GEHESATHS
T LA R EBRREIZ A o TV BN R O ZefEns, EE it R AR EIC L -
TY= VT ~DANEXEWE D EGE SN, &5 VITUZEYZEST
L. Y~ U T OWPOHET OMMEERET LI LN TEELY, HERER
DIRDES|EEHRETIEERD D Z L 2 RRBIBATHZ L

(g) WBTOHFETEHENLTAHILEHET DY~ IT ADED, BERMETDH
HEFEHRTDHELHIZ, ZOETOXELZFRERBVRIATLZ L

11. V7Fa— FREEEBIFICK L, FRERIRY BT Fa— FOREDE %
FTERODETDLIERTDHLLBIT, FLEa— FITEL LTORWBIFIZR L,
FREZRIR Y RENCEA T D Z L2 EET D,

12. ZOMOETOBMFIZH L, IM0 &AL, 7=, IRFEEBEF D OERIZE L,
INOEDENETETLHELBITIM VT Fa— FES~OSBEHEEREY Z
BT D EHERT S,

13. FEBUFICX L, FREREEN T, ZRETOHNIEMEILT DL L bIT, THET

WY EZAHT, VI TICBIT2MFOFFRMBRERESE S Z L &R
D,

22



10. REITERATES its request to the Transitional Federal Government of Somalia to:

(a) take any action it deems necessary in the circumstances to prevent and
suppress acts of piracy and armed robbery against ships originating from its
country's territory and thus deprive them of the possibility of using its
coastline as a safe haven from which to launch their operations;

(b) take appropriate action to ensure that all ships seized by pirates and armed
robbers and brought into waters within its territory are released promptly and
that ships sailing off its country's coasts do not henceforth become victims of
acts of piracy or armed robbery;

(c) take appropriate action to disrupt any financing, planning or organizing of, or
unlawfully profiting from, pirate operations off its country's coasts;

(d) take appropriate action to ensure the unconditional delivery of food and
water supplies to ships seized by pirates and armed robbers and brought into
waters within its territory, as well as the unconditional delivery of humanitarian
and medical aid to the shipboard personnel;

(e) advise the Security Council that it continues to consent to naval vessels or
military aircraft, or other ships or aircraft clearly marked and identifiable as
being on government service, entering its territorial sea to engage in
operations against pirates or suspected pirates and armed robbers;

(f) advise the Security Council of its readiness to continue to conclude, taking
into account operative paragraph 7(q), any necessary agreements so as to
enable naval vessels or military aircraft, or other ships or aircraft clearly
marked and identifiable as being on government service, to escort ships
employed by the World Food Programme to deliver humanitarian aid to
Somalia or leaving Somali ports having discharged their cargo;

(g) promote, for those Somalis seeking to make their living from working at sea,
legitimate maritime careers and make use of the available assistance in this
respect;

11. CALLS UPON Governments of the region that are signatories to the Djibouti Code
of Conduct to progress and complete the implementation of the provisions of the Code
as soon as possible and STRONGLY URGES those which have not yet signed the
Code to do so as soon as possible;

12. CALLS UPON all other Governments, in cooperation with the Organization and as
may be requested by Governments of the region, to assist these efforts and to consider
making financial contributions to the IMO Djibouti Code of Conduct Trust Fund;

13. INVITES Governments capable of doing so to strengthen cooperation at the

Security Council and, wherever feasible and appropriate, to expedite the peaceful
resolution of the conflict in Somalia;
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14. REQUESTS the Secretary-General to:
(a) transmit a copy of the present resolution to the Secretary-General of the

United Nations for consideration and any further action he may deem
appropriate; and to express to him, and through him to the Security Council,
the gratitude and appreciation of the Organization for the actions he and the
Security Council have taken on this issue to date;

(b) continue monitoring the situation in relation to threats to ships sailing in
waters off the coast of Somalia, including the Gulf of Aden and the western
Indian Ocean area, and report to the Council, the Maritime Safety Committee,
the Legal Committee, the Technical Co-operation Committee and the
Facilitation Committee, as and when appropriate, on developments and any
further actions which may be required;

(c) continue cooperating with the Monitoring Group on Somalia;

(d) continue to consult with interested Governments and organizations in
establishing a process and means by which technical assistance can be
provided for Somalia and nearby coastal States to enhance their capacity to
give effect to the present resolution, as appropriate;

(e) continue the efforts of the Organization to orchestrate an effective response
to acts and attempted acts of piracy, in particular in waters off the coast of
Somalia, including by promoting cooperation, coordination and avoidance of
duplication of efforts among the States and organizations that provide or seek
to provide assistance to the States in the region, so as to enable them
individually and collectively to engage actively in the repression of piracy and
armed robbery against ships;

(f) continue the efforts of the Organization to assist States which have signed or
contemplate signing the Djibouti Code of Conduct in ensuring, as soon as
possible, the complete and effective implementation of the provisions of the
Code;

(9) undertake, as and when necessary, any other actions which would promote
the implementation of the provisions of this resolution or would be conducive
to the efforts of those seeking to implement its provisions;

15. REQUESTS the Maritime Safety Committee to review the provisions of this
resolution as well as any salient provisions of related resolutions which have been or
may be adopted by the Security Council in this respect and to develop, where and when
necessary, guidance and recommendations so as to enable Member Governments and
the shipping industry to implement its provisions, taking into account current and
emerging trends and practices;
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16. REQUESTS FURTHER the Legal Committee, the Technical Co-operation
Committee and the Facilitation Committee to assist, as appropriate, the Maritime Safety
Committee in pursuing the objectives of this resolution;

17. REQUESTS ALSO the Council to continue to monitor the situation in relation to
threats to ships sailing in waters off the coast of Somalia, including the Gulf of Aden and
the western Indian Ocean area; and to initiate any actions which it may deem necessary,
including coordinating the work of the competent Committees of the Organization in
order to ensure the protection of seafarers and ships sailing in waters off the coast of
Somalia, including the Gulf of Aden and the western Indian Ocean area, and in order to
ensure appropriate cooperation with other organizations and entities tasked with
relevant activities;

18. REQUESTS FINALLY the Council, while paying particular attention to the situation
in waters off the coast of Somalia, including the Gulf of Aden and the western Indian
Ocean area, to continue monitoring developments in relation to acts and attempted acts
of piracy and armed robbery against ships elsewhere in the world and to initiate any
actions which it may deem necessary;

19. REVOKES resolution A.1026(26).
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Support for the Montreux Document

In the preface to the Montreux Document, the participating States “invite other States and
international organizations to communicate their support for this document to the Federal
Department of Foreign Affairs of Switzerland”. States and international organizations can thus
join in the international support for the Montreux Document.

A number of States have already sent an official letter or a diplomatic note to the Swiss Federal
Department of Foreign Affairs in support of the Montreux Document. An up-to-date list of
supporting States and organizations is available online at www.eda.admin.ch/psc.

Neither NGOs nor companies can join the Montreux Document officially (as it is the outcome of
an initiative primarily aimed at recalling State responsibility), but they are encouraged to use it as
a reference in their own relations with PMSCs.

Contact information

Switzerland: Federal Department of Foreign Affairs FDFA, Directorate of International Law,
Section for Human Rights and Humanitarian Law, Federal Palace North, 3003 Berne,
Switzerland,

Email: dv-menschenrechte@eda.admin.ch. See also: http.//www.eda.admin.ch/psc.

International Committee of the Red Cross:, 19, avenue de la Paix, 1202 Geneva, Switzerland,
Email: dc_jur_them.gva@icrc.com. See also: http://www.icrc.org/eng/privatisation-of-war.
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Foreword

The presence of private military and security companies (PMSCs) in armed conflicts has traditionally
drawn scant attention. In some ways this is surprising; as such, reliance on private entrepreneurs during
war is nothing new. Such entrepreneurs have played a role in wars past and present, from ancient times
to the conflicts of our day. But historians apparently considered them no more than an ancillary aspect of

military affairs, their status and significance warranting no particular scrutiny.

This has now changed. Today, PMSCs are viewed in some quarters as an indispensable ingredient of
military undertakings. Since the end of the Cold War, demand for PMSCs has increased to such an extent
that there is now a lively PMSC industry offering an ever wider range of services, with some companies
employing well beyond 10,000 staff. In terms of scale and scope of services involved, PMSCs today are a

wholly new phenomenon.

In response, several diplomatic initiatives were launched to clarify what the role of PMSCs in armed
conflicts is and should be. Yet it was only with the Montreux Document of September 2008, the fruit of a
joint initiative by the Swiss Government and the International Committee of the Red Cross (ICRC), that
the discussion around PMSCs was carefully brought to a first conclusion. The Swiss Initiative brought
together 17 governments from various regions of the world and drew widely on the knowledge of industry
representatives, academic experts and non-governmental organizations. For the first time, an
intergovernmental statement clearly articulates the most pertinent international legal obligations with
regard to PMSCs and debunks the prevailing misconception that private contractors operate in a legal

vacuum.

It addresses substantive legal concerns, such as the status of PMSC personnel under the 1949 Geneva
Conventions, individual accountability for misconduct in different jurisdictions, and the authorities’ duty to
oversee and screen fhe actions of firms for potential misconduct. The Montreux Document is explicitly
geared to have a bearing on the practical aspects of work in the field.

The Montreux Document is not the final word on all questions - regulatory or otherwise — associated
with PMSCs. This was never the intention. It does not endeavour to establish new regulations but simply
seeks to provide guidance on a number of thorny legal and practical points, on the basis of existing
international law. It does so without taking a stance on the much broader question of the legitimacy and
advisability of using PMSCs in armed conflicts — a matter on which debate is no doubt important and
necessary. But for humanitarian purposes, it appears equally important and necessary that a restatement
of the law such as the Montreux Document provides remain impartial on the matter, that it acknowledge
the reality on the ground, and that it do so now.
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Now that the Montreux Document has been finalized, the question is how it will be brought to have a
bearing on conduct in the field. This brochure seeks to play a part in that effort. Knowledge being the first
condition for compliance, the brochure explains the Montreux Document — what it is, what it does, why it
is useful — in a concise and accessible manner. It is intended as much for government officials and
officials of international organizations as for the PMSC industry, civil society and interested individuals.

Paul Seger Philip Spoerri

Head, Directorate of International Law Director for International Law

Swiss Federal Department and Cooperation within the Movement

of Foreign Affairs International Committee of the Red Cross
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Preface

This document is the product of an initiative launched cooperatively by the Government of Switzerland
and the International Committee of the Red Cross. It was developed with the participation of
governmental experts from Afghanistan, Angola, Australia, Austria, Canada, China, France, Germany,
Iraq, Poland, Sierra Leone, South Africa, Sweden, Switzerland, the United Kingdom of Great Britain and
Northern Ireland, Ukraine, and the United States of America in meetings convened in January and
November 2006, November 2007, and April and September 2008. Representatives of civil society and of

the private military and security industry were consulted.

The following understandings guided the development of this document:

1. That certain well-established rules of international law apply to States in their relations with private
military and security companies (PMSCs) and their operation during armed conflict, in particular under
international humanitarian law and human rights law;

2. That this document recalls existing legal obligations of States and PMSCs and their personnel (Part
One), and provides States with good practices to promote compliance with international humanitarian
law and human rights law during armed conflict (Part Two);

3. That this document is not a legally binding instrument and does not affect existing obligations of States
under customary international law or under international agreements to which they are parties, in
particular their obligations under the Charter of the United Nations (especially its articles 2(4) and 51);

4. That this document should therefore not be interpreted as limiting, prejudicing or enhancing in any
manner existing obligations under international law, or as creating or developing new obligations under
international law;

5. That existing obligations and good practices may also be instructive for post-conflict situations and for
other, comparable situations; however, that international humanitarian law is applicable only during
armed conflict;

6. That cooperation, information sharing and assistance between States, commensurate with each
State’s capacities, is desirable in order to achieve full respect for international humanitarian law and
human rights law; as is cooperative implementation with the private military and security industry and
other relevant actors;

7. That this document should not be construed as endorsing the use of PMSCs in any particular
circumstance but seeks to recall legal obligations and to recommend good practices if the decision has
been made to contract PMSCs;

8. That while this document is addressed to States, the good practices may be of value for other entities
such as international organizations, NGOs and companies that contract PMSCs, as well as for PMSCs
themselves;
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9. That for the purposes of this document:

a) “PMSCs” are private business entities that provide military and/or security services, irrespective of
how they describe themselves. Military and security services include, in particular, armed guarding
and protection of persons and objects, such as convoys, buildings and other places; maintenance
and operation of weapons systems; prisoner detention; and advice to or training of local forces and
security personnel.

b) “Personnel of a PMSC” are persons employed by, through direct hire or under a contract with, a
PMSC, including its employees and managers.

c) “Contracting States” are States that directly contract for the services of PMSCs, including, as
appropriate, where such a PMSC subcontracts with another PMSC.

d) “Territorial States” are States on whose territory PMSCs operate.

e) “Home States” are States of nationality of a PMSC, i.e. where a PMSC is registered or incorporated;
if the State where the PMSC is incorporated is not the one where it has its principal place of
management, then the State where the PMSC has its principal place of management is the “Home
State”.

The participating States commend this document to the attention of other States, international
organizations, NGOs, the private military and security industry and other relevant actors, which are invited
to adopt those good practices that they consider appropriate for their operations. The participating States
invite other States and international organizations to communicate their support for this:document to the
Federal Department of Foreign Affairs of Switzerland. The participating States also declare their
readiness to review and, if necessary, to revise this document in order to take into account new

developments.
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Part One
Pertinent legal obligations relating to private military and security companies

Introduction

The following statements aim to recall certain existing international legal obligations of States regarding
private military and security companies. The statements are drawn from various international
humanitarian and human rights agreements and customary international law. This document, and the
statements herein, do not create legal obligations. Each State is responsible for complying with the
obligations it has undertaken pursuant to international agreements to which it is a party, subject to any
reservations, understandings and declarations made, and to customary international law.

A. Contracting States

1. Contracting States retain their obligations under international law, even if they contract PMSCs to
perform certain activities. If they are occupying powers, they have an obligation to take all measures in
their power to restore, and ensure, as far as possible, public order and safety, i.e. exercise vigilance in
preventing violations of international humanitarian law and human rights law.

2. Contracting States have an obligation not to contract PMSCs to carry out activities that international
humanitarian law explicitly assigns to a State agent or authority, such as exercising the power of the
responsible officer over prisoner-of-war camps or places of internment of civilians in accordance with

the Geneva Conventions.

3. Contracting States have an obligation, within their power, to ensure respect for international

humanitarian law by PMSCs they contract, in particular to:

a) ensure that PMSCs that they contract and their personnel are aware of their obligations and trained
accordingly;

b) not encourage or assist in, and take appropriate measures to prevent, any violations of international
humanitarian law by personnel of PMSCs;

c) take measures to suppress violations of international humanitarian law committed by the personnel
of PMSCs through appropriate means, such as military regulations, administrative orders and other

regulatory measures as well as administrative, disciplinary or judicial sanctions, as appropriate.

4. Contracting States are responsible to implement their obligations under international human rights law,
including by adopting such legislative and other measures as may be necessary to give effect to these
obligations. To this end they have the obligation, in specific circumstances, to take appropriate
measures to prevent, investigate and provide effective remedies for relevant misconduct of PMSCs and

their personnel.
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5. Contracting States have an obligation to enact any legislation necessary to provide effective penal
sanctions for persons committing, or ordering to be committed, grave breaches of the Geneva
Conventions and, where applicable, Additional Protocol I, and have an obligation to search for persons
alleged to have committed, or to have ordered to be committed, such grave breaches and bring such
persons, regardless of their nationality, before their own courts. They may also, if they prefer, and in
accordance with the provisions of their own legislation, hand such persons over for trial to another State
concerned, provided such State has made out a prima facie case, or to an international criminal

tribunal.

6. Contracting States also have an obligation to investigate and, as required by international law, or
otherwise as appropriate, prosecute, extradite or surrender persons suspected of having committed
other crimes under international law, such as torture or hostage taking, in accordance with their
obligations under international law. Such prosecutions are to be carried out in accordance with

" international law providing for fair trial, mindful that sanctions be commensurate with the gravity of the

crime.

7. Although entering into contractual relations does not in itself engage the responsibility of Contracting
States, the latter are responsible for violations of international humanitarian law, human rights law, or
other rules of international law committed by PMSCs or their personnel where such violations are
“attributable to the Contracting State, consistent with customary international law, in particular if they
are:

a) incorporated by the State into their regular armed forces in accordance with its domestic legislation;

b) members of organized armed forces, groups or units under a command responsible to the State;

c) empowered to exercise elements of governmental authority if they are acting in that capacity (i.e. are
formally authorized by law or regulation to carry out functions normally conducted by organs of the
State); or

d) in fact acting on the instructions of the State (i.e. the State has specifically instructed the private actor’
s conduct) or under its direction or control (i.e. actual exercise of effective control by the State over a

private actor’s conduct).

8. Contracting States have an obligation to provide reparations for violations of international humanitarian
law and human rights law caused by wrongful conduct of the personnel of PMSCs when such conduct
is attributable to the Contracting States in accordance with the customary international law of State
responsibility.
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B. Territorial States

9. Territorial States have an obligation, within their power, to ensure respect for international humanitarian

law by PMSCs operating on their territory, in particular to:

a) disseminate, as widely as possible, the text of the Geneva Conventions and other relevant norms of
international humanitarian law among PMSCs and their personnel;

b) not encourage or assist in, and take appropriate measures to prevent, any violations of international
humanitarian law by personnel of PMSCs;

c) take measures to suppress violations of international humanitarian law committed by the personnel
of PMSCs through appropriate means such as military regulations, administrative orders and other

regulatory measures as well as administrative, disciplinary or judicial sanctions, as appropriate.

10. Territorial States are responsible to implement their obligations under international human rights law,
including by adopting such legislative and other measures as may be necessary to give effect to these
obligations. To this end they have the obligation, in specific circumstances, to take appropriate
measures to prevent, investigate and provide effective remedies for relevant misconduct of PMSCs and

their personnel.

11. Territorial States have an obligation to enact any legislation necessary to provide effective penal
sanctions for persons committing, or ordering to be committed, grave breaches of the Geneva
Conventions and, where applicable, Additional Protocol I, and have an obligation to search for persons
alleged to have committed, or to have ordered to be committed, such grave breaches and bring such
persons, regardless of their nationality, before their own courts. They may also, if they prefer, and in
accordance with the provisions of their own legislation, hand such persons over for trial to another State
concerned, provided such State has made out a prima facie case, or to an international criminal
tribunal.

12. Territorial States also have an obligation to investigate and, as required by international law, or
otherwise as appropriate, prosecute, extradite or surrender persons suspected of having committed
other crimes under international law, such as torture or hostage taking, in accordance with their
obligations under international law. Such prosecutions are to be carried out in accordance with
international law providing for fair trial, mindful that sanctions be commensurate with the gravity of the
crime.

13. In situations of occupation, the obligations of Territorial States are limited to areas in which they are
able to exercise effective control.
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C. Home States

14. Home States have an obligation, within their power, to ensure respect for international humanitarian

law by PMSCs of their nationality, in particular to:

a) disseminate, as widely as possible, the text of the Geneva Conventions and other relevant norms of
international humanitarian law among PMSCs and their personnel;

b) not encourage or assist in, and take appropriate measures to prevent, any violations of international
humanitarian law by personnel of PMSCs;

c) take measures to suppress violations of international humanitarian law committed by the personnel
of PMSCs through appropriate means such as administrative or other regulatory measures as well as

administrative, disciplinary or judicial sanctions, as appropriate.

15. Home States are responsible to implement their obligations under international human rights law,
including by adopting such legislative and other measures as may be necessary to give effect to these
obligations. To this end they have the obligation, in specific circumstances, to take appropriate
measures to prevent, investigate and provide effective remedies for relevant misconduct of PMSCs and

their personnel.

16. Home States have an obligation to enact any legislation necessary to provide effective penal
sanctions for persons committing, or ordering to be committed, grave breaches of the Geneva
Conventions and, where applicable, Additional Protocol I, and have an obligation to search for persons
alleged to have committed, or to have ordered to be committed, such grave breaches and bring such
persons, regardless of their nationality, before their own courts. They may also, if they prefer, and in
accordance with the provisions of their own legislation, hand such persons over for trial to another State
concerned, provided such State has made out a prima facie case, or to an international criminal
tribunal.

17. Home States also have an obligation to investigate and, as required by international law, or otherwise
as appropriate, prosecute, extradite or surrender persons suspected of having committed other crimes
under international law, such as torture or hostage taking, in accordance with their obligations under
international law. Such prosecutions are to be carried out in accordance with international law providing
for fair trial, mindful that sanctions be commensurate with the gravity of the crime.
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D. All other States

18. All other States have an obligation, within their power, to ensure respect for international humanitarian
law. They have an obligation to refrain from encouraging or assisting in violations of international

humanitarian law by any party to an armed conflict.

19. All other States are responsible to implement their obligations under international human rights law,
including by adopting such legislative and other measures as may be necessary to give effect to these

obligations.

20. All other States have an obligation to enact any legislation necessary to provide effective penal
sanctions for persons committing, or ordering to be committed, grave breaches of the Geneva
Conventions and, where applicable, Additional Protocol I, and have an obligation to search for persons
alleged to have committed, or to have ordered to be committed, such grave breaches and bring such
persons, regardless of their nationality, before their own courts. They may also, if they prefer, and in
accordance with the provisions of their own legislation, hand such persons over for trial to another State
concerned, provided such State has made out a prima facie case, or to an international criminal

tribunal.

21. All other States also have an obligation to investigate and, as required by international law, or
otherwise as appropriate, prosecute, extradite or surrender persons suspected of having committed
other crimes under international law, such as torture or hostage taking, in accordance with their
obligations under international law. Such prosecutions are to be carried out in accordance with
international law providing for fair trial, mindful that sanctions be commensurate with the gravity of the
crime.
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E. PMSCs and their personnel

22. PMSCs are obliged to comply with international humanitarian law or human rights law imposed upon
them by applicable national law, as well as other applicable national law such as criminal law, tax law,
immigration law, labour law, and specific regulations on private military or security services.

23. The personnel of PMSCs are obliged to respect the relevant nation | law, in particular the national
criminal law, of the State in which they operate, and, as far as applicable, the law of the States of their

nationality.

24. The status of the personnel of PMSCs is determined by international humanitarian law, on a
case-by-case basis, in particular according to the nature and circumstances of the functions in which
they are involved.

25. If they are civilians under international humanitarian law, the personnel of PMSCs may not be the
object of attack, unless and for such time as they directly participate in hostilities.

26. The personnel of PMSCs:

a) are obliged, regardless of their status, to comply with applicable international humanitarian law;

b) are protected as civilians under international humanitarian law, unless they are incorporated into the
regular armed forces of a State or are members of organized armed forces, groups or units under a
command responsible to the State; or otherwise lose their protection as determined by international
humanitarian law;

c) are entitled to prisoner-of-war status in international armed conflict if they are persons accompanying
the armed forces meeting the requirements of article 4A(4) of the Third Geneva Convention;

d) to the extent they exercise governmental authority, have to comply with the State’s obligations under
international human rights law;

e) are subject to prosecution if they commit conduct recognized as crimes under applicable national or

international law.
F. Superior responsibility

27. Superiors of PMSC personnel, such as:
a) governmental officials, whether they are military commanders or civilian superiors, or
b) directors or managers of PMSCs, may be liable for crimes under international law committed by
PMSC personnel under their effective authority and control, as a result of their failure to properly
exercise control over them, in accordance with the rules of international law. Superior responsibility is
not engaged solely by virtue of a contract.
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Part Two
Good practices relating to private military and security companies

Introduction

This Part contains a description of good practices that aims to provide guidance and assistance to States
in ensuring respect for international humanitarian law and human rights law and otherwise promoting

responsible conduct in their relationships with PMSCs operating in areas of armed conflict.

They may also provide useful guidance for States in their relationships with PMSCs operating outside of
areas of armed conflict. The good practices do not have legally binding effect and are not meant to be
exhaustive. It is understood that a State may not have the capacity to implement all the good practices,
and that no State has the legal obligation to implement any particular good practice, whether that State is
a Contracting State, a Territorial State, or a Home State. States are invited to consider these good
practices in defining their relationships with PMSCs, recognizing that a particular good practice may not
be appropriate in all circumstances and emphasizing that this Part is not meant to imply that States

should necessarily follow all these practices as a whole.

The good practices are intended, infer alia, to assist States to implement their obligations under
international humanitarian law and human rights law. However, in considering regulation, States may also
need to take into account obligations they have under other branches of international law, including as
members of international organizations such as the United Nations, and under international law relating to
trade and government procurement. They may also need to take into account bilateral agreements
between Contracting States and Territorial States. Moreover, States are encouraged to fully implement
relevant provisions of international instruments to which they are Parties, including anti-corruption,
anti-organized crime and firearms conventions. Furthermore, any of these good practices will need to be
adapted in practice to the specific situation and the State’s legal system and capacity.

A. Good practices for Contracting States

States contemplating to contract PMSCs should evaluate whether their legislation, as well as
procurement and contracting practices, are adequate for contracting PMSCs. This is particularly relevant
where Confracting States use the services of a PMSC in a State where law enforcement or regulatory
capacities are compromised.

In many instances, the good practices for Contracting States may also indicate good practices for other
clients of PMSCs, such as international organizations, NGOs and companies.

In this sense, good practices for Contracting States include the following:
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I. Determination of services

1. To determine which services may or may not be contracted out to PMSCs; in determining which
services may not be contracted out, Contracting States take into account factors such as whether a
particular service could cause PMSC personnel to become involved in direct participation in hostilities.

II. Procedure for the selection and contracting of PMSCs
2. To assess the capacity of the PMSC to carry out its activities in conformity with relevant national law,
international humanitarian law and international human rights law, taking into account the inherent risk
associated with the services to be performed, for instance by:
a) acquiring information relating to the principal services the PMSC has provided in the past;
b) obtaining references from clients for whom the PMSC has previously provided similar services to
those the Contracting State is seeking to acquire;
¢) acquiring information relating to the PMSC’s ownership structure and conducting background checks
on the PMSC and its superior personnel, taking into account relations with subcontractors, subsidiary

corporations and ventures.

3. To provide adequate resources and draw on relevant expertise for selecting and contracting PMSCs.

4. To ensure transparency and supervision in the selection and contracting of PMSCs. Relevant
mechanisms may include:

a) public disclosure of PMSC contracting regulations, practices and processes;

b) public disclosure of general information about specific contracts, if necessary redacted to address
national security, privacy and commercial confidentiality requirements;

c) publication of an overview of incident reports or complaints, and sanctions taken where misconduct
has been proven; if necessary redacted to address national security, privacy and commercial
confidentiality requirements;

d) oversight by parliamentary bodies, including through annual reports or notification of particular

contracts to such bodies.
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1. Criteria for the selection of PMSCs

5. To adopt criteria that include quality indicators relevant to ensuring respect for relevant national law,
international humanitarian law and human rights law, as set out in good practices 6 to 13. Contracting
States should consider ensuring that lowest price not be the only criterion for the selection of PMSCs.

6. To take into account, within available means, the past conduct of the PMSC and its personnel, which
includes ensuring that the PMSC has:

a) no reliably attested record of involvement in serious crime (including organized crime, violent crime,
sexual offences, violations of international humanitarian law, bribery and corruption) and, insofar as
the PMSC or its personnel had engaged in past unlawful conduct, has appropriately remedied such
conduct, including by effectively cooperating with official authorities, taking disciplinary measures
against those involved, and, where appropriate and consistent with findings of wrongdoing, providing
individuals injured by their conduct with appropriate reparation;

b) conducted comprehensive inquiries within applicable law regarding the extent to which any of its
personnel, particularly those who are required to carry weapons as part of their duties, have a reliably
attested record of not having been involved in serious crime or have not been dishonourably
discharged from armed or security forces;

¢) not previously been rejected from a contract due to misconduct of the PMSC or its personnel.

7. To take into account the financial and economic capacity of the PMSC, including for liabilities that it

may incur.

8. To take into account whether it and its personnel possess or are in the process of obtaining requisite

registrations, licenses or authorizations.

9. To take into account whether it maintains accurate and up-to-date personnel and property records, in
particular, with regard to weapons and ammunition, available for inspection on demand by the
Contracting State and other appropriate authorities.

10. To take into account that the PMSC'’s personnel are sufficiently trained, both prior to any deployment
and on an ongoing basis, to respect relevant national law, international humanitarian law and human
rights law; and to establish goals to facilitate uniformity and standardization of training requirements.
Training could include general and task- and context-specific topics, preparing personnel for
performance under the specific contract and in the specific environment, such as:

a) rules on the use of force and firearms;
b) international humanitarian law and human rights law;
c) religious, gender, and cultural issues, and respect for the local population;
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d) handling complaints by the civilian population, in particular by transmitting them to the appropriate
authority;
€) measures against bribery, corruption, and other crimes.

Contracting States consider continuously reassessing the level of training by, for example, requiring
regular reporting on the part of PMSCs.

11. To take into account whether the PMSC:
a) acquires its equipment, in particular its weapons, lawfully;
b) uses equipment, in particular weapons, that is not prohibited by international law:
c) has complied with contractual provisions concerning return and/or disposal of weapons and

ammunition.

12. To take into account the PMSC'’s internal organization and regulations, such as:

a) the existence and implementation of policies relating to international humanitarian law and human
rights law, especially on the use of force and firearms, as well as policies against bribery, corruption,
and other crimes;

b) the existence of monitoring and supervisory as well as internal accountability mechanisms, such as:
i. internal investigation and disciplinary arrangements in case of allegations of wrongdoing by its

personnel;

ii. mechanisms enabling persons affected by the conduct of the personnel of the PMSC to lodge a
complaint, including both third party complaint mechanisms and whistleblower protection
arrangements; and

iii. regular performance reporting, specific incident reporting, and reporting on demand to the
Contracting State and under certain circumstances other appropriate authorities:

iv. requiring PMSC personnel and its subcontracted personnel to report any misconduct to the

PMSC’s management or a competent authority.

13. To consider the respect of the PMSC for the welfare of its personnel, as protected by labour law and
other relevant national law. Relevant factors may include:
a) providing personnel a copy of any contract to which they are party in a language they understand;
b) providing personnel with adequate pay and remuneration arrangements commensurate to their

responsibilities and working conditions;

c) adopting operational safety and health policies;
d) ensuring personnel unrestricted access to their own travel documents: and
e) preventing unlawful discrimination in employment.
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IV. Terms of contract with PMSCs

14. To include contractual clauses and performance requirements that ensure respect for relevant
national law, international humanitarian law and human rights law by the contracted PMSC.Such
clauses, reflecting and implementing the quality indicators referred to above as selection criteria, may
include:
a) past conduct (good practice 6);
b) financial and economic capacity (good practice 7);
¢) possession of required registration, licenses or authorizations (good practice 8);
d) personnel and property records (good practice 9);
e) training (good practice 10);
f) lawful acquisition and use of equipment, in particular weapons (good practice 11);
g) internal organization and regulation and accountability (good practice 12);
h) welfare of personnel (good practice 13);
Contractual clauses may also provide for the Contracting State’s ability to terminate the contract for
failure to comply with contractual provisions. They may also specify the weapons required for contract
performance, that PMSCs obtain appropriate visas or other authorizations from the Territorial State,
and that appropriate reparation be provided to those harmed by the misconduct of PMSCs and their

personnel.

15. To require by contract that the conduct of any subcontracted PMSC is in conformity with relevant

national law, international humanitarian law and international human rights law, including by:

a) establishing the criteria and qualifications for the selection and ongoing employment of
subcontracted PMSCs and personnel;

b) requiring the PMSC to demonstrate that subcontractors comply with equivalent requirements as the
PMSC initially contracted by the Contracting State;

c) ensuring that the PMSC is liable, as appropriate and within applicable law, for the conduct of its
subcontractors.

16. To require, if consistent with force protection requirements and safety of the assigned mission, that
the personnel of the PMSC be personally identifiable whenever they are carrying out activities in
discharge of their responsibilities under a contract. Identification should:

a) be visible from a distance where mission and context allow, or consist of a non-transferable
identification card that is shown upon demand:;

b) allow for a clear distinction between a PMSC’s personnel and the public authorities in the State
where the PMSC operates.

The same should apply to all means of transport used by PMSCs.
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17. To consider pricing and duration of a 'speciﬁc contract as a way to promote relevant international
humanitarian law and human rights law. Relevant mechanisms may include:
a) securities or bonds for contractual performance;
b) financial rewards or penalties and incentives;
c) opportunities to compete for additional contracts.

18. To require, in consultation with the Territorial State, respect for relevant regulations and rules of
conduct by PMSCs and their personnel, including rules on the use of force and firearms, such as:
a) using force and firearms only when necessary in self-defence or defence of third persons;
b) immediate reporting to and cooperation with competent authorities, including the appropriate

contracting official, in the case of use of force and firearms.

V. Monitoring compliance and ensuring accountability
19. To provide for criminal jurisdiction in their national legislation over crimes under international law and
their national law committed by PMSCs and their personnel and, in addition, to consider establishing:
a) corporate criminal responsibility for crimes committed by the PMSC, consistent with the Contracting
State’s national legal system;
b) criminal jurisdiction over serious crimes committed by PMSC personnel abroad.

20. To provide for non-criminal accountability mechanisms for improper or unlawful conduct of PMSCs
and their personnel, including:
a) contractual sanctions commensurate to the conduct, including :
i. immediate or graduated termination of the contract;
ii. financial penalties;
iii. removal from consideration for future contracts, possibly for a set time period;
iv. removal of individual wrongdoers from the performance of the contract;
b) referral of the matter to competent investigative authorities;
c) providing for civil liability, as appropriate.
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21. To provide for, in addition to the measures in good practices 19 and 20, appropriate administrative
and other monitoring mechanisms to ensure the proper execution of the contract and the accountability
of contracted PMSCs and their personnel for their improper and unlawful conduct; in particular to:

a) ensure that those mechanisms are adequately resourced and have independent audit and
investigation capacity;

b) provide Contracting State government personnel on site with the capacity and authority to oversee
proper execution of the contract by the PMSC and the PMSC’s subcontractors;

c) train relevant government personnel, such as military personnel, for foreseeable interactions with
PMSC personnel;

d) collect information concerning PMSCs and personnel contracted and deployed, and on violations
and investigations concerning their alleged improper and unlawful conduct;

e) establish control arrangements, allowing it to veto or remove particular PMSC personnel during
contractual performance;

f) engage PMSCs, Territorial States, Home States, trade associations, civil society and other relevant
actors to foster information sharing and develop such mechanisms.

22. When negotiating agreements with Territorial States which contain rules affecting the legal status of
and jurisdiction over PMSCs and their personnel:
a) to consider the impact of the agreements on the compliance with national laws and regulations;
b) to address the issue of jurisdiction and immunities to ascertain proper coverage and appropriate civil,
criminal, and administrative remedies for misconduct, in order to ensure accountability of PMSCs and

their personnel.

23. To cooperate with investigating or regulatory authorities of Territorial and Home States, as

appropriate, in matters of common concern regarding PMSCs.
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B. Good practices for Territorial States

The following good practices aim to provide guidance to Territorial States for governing the supply of
military and security services by PMSCs and their personnel on their territory. Territorial States should
evaluate whether their domestic legal framework is adequate to ensure that the conduct of PMSCs and
their personnel is in conformity with relevant national law, international humanitarian law and human
rights law or whether it needs to establish further arrangements to regulate the activities of PMSCs.

Acknowledging the particular challenges faced by Territorial States in armed conflict, Territorial States
may accept information provided by the Contracting State concerning the ability of a PMSC to carry out its

activities in conformity with international humanitarian law, human rights law and relevant good practices.
In this sense, good practices for Territorial States include the following:

I. Determination of services

24. To determine which services may or may not be carried out on their territory by PMSCs or their
personnel; in determining which services may not be carried out, Territorial States take into account
factors such as whether a particular service could cause PMSC personnel to become involved in direct

participation in hostilities.

Il. Authorization to provide military and security services
25. To require PMSCs to obtain an authorization to provide military and security services in their territory

(“authorization”), including by requiring:

a) PMSCs to obtain an operating license valid for a limited and renewable period (“corporate operating
license”), or for specific services (“specific operating license”), taking into account the fulfilment of the
quality criteria set out in good practices 31 to 38; and/or;

b) individuals to register or obtain a license in order to carry out military or security services for PMSCs.

lll. Procedure with regard to authorizations

26. To designate a central authority competent for granting authorizations.

27. To allocate adequate resources and trained personnel to handle authorizations properly and timely.
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28. To assess, in determining whether to grant an authorization, the capacity of the PMSC to carry out its
activities in conformity with relevant national law, international humanitarian law and international
human rights law, taking into account the inherent risk associated with the services to be performed, for
instance by:

a) acquiring information relating to the principal services the PMSC has provided in the past;

b) obtaining references from clients for whom the PMSC has previously provided similar services or
clients in the Territorial State;

¢) acquiring information relating to the PMSC’s ownership structure and conduct background checks on
the PMSC and its personnel, taking into account relations with subcontractors, subsidiary
corporations and ventures, or obtain information from the Contracting State on these matters.

29. To ensure transparency with regard to authorizations. Relevant mechanisms may include:

a) public disclosure of authorization regulations and procedures;

b) public disclosure of general information on granted authorizations, including on the identity of
authorized PMSCs and their number of personnel, if necessary redacted to address national security,
privacy and commercial confidentiality requirements;

c) publication of an overview of incident reports or complaints, and sanctions taken where misconduct
has been proven; if necessary redacted to address national security, privacy and commercial
confidentiality requirements;

d) oversight by parliamentary bodies, including through annual reports or notification of particular

" contracts to such bodies;
e) publishing and adhering to fair and non-discriminatory fee schedules for authorizations.

IV. Criteria for granting an authorization
30. To ensure that PMSCs fulfil certain quality criteria relevant for the respect of relevant national law,
international humanitarian law and human rights law by the PMSC and its personnel, including those

set out below.

31. To require that the conduct of PMSCs and of any PMSC subcontracted is in conformity with relevant
national law, international humanitarian law and international human rights law, which includes
ensuring that:

a) the PMSC notifies any subcontracting of military and security services to the authorization authority;

b) the PMSC can demonstrate that its subcontractors comply with equivalent requirements as the
PMSC which initially obtained an authorization by the Territorial State;

c) the subcontractor is in possession of an authorization;

d) the PMSC initially granted authorization is liable, as appropriate and within applicable law, for the
conduct of its subcontractors.
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32. To take into account, within available means, the past conduct of the PMSC and its personnel, which
includes ensuring that the PMSC has:

a) no reliably attested record of involvement in serious crime (including organized crime, violent crime,
sexual offences, violations of international humanitarian law, bribery and corruption) and, insofar as
the PMSC or its personnel had engaged in past unlawful conduct, has appropriately dealt with such
conduct, including by effectively cooperating with official authorities, taking disciplinary measures
against those involved, and where appropriate and consistent with findings of wrongdoing, providing
individuals injured by their conduct with appropriate reparation;

b) conducted comprehensive inquiries within applicable law regarding the extent to which any of its
personnel, particularly those who are required to carry weapons as part of their duties, have a reliably
attested record of not having been involved in serious crime or have not been dishonourably
discharged from armed or security forces;

c) not previously had an operating license revoked for misconduct of the PMSC or its personnel.

33. To take into account the financial and economic capacity of the PMSC, including for liabilities that it

may incur.

34. To take into account whether the PMSC maintains accurate and up-to-date personnel and property
records, in particular, with regard to weapons and ammunition, available for inspection on demand by
the Territorial State and other authorities.

35. To take into account that the PMSC’s personnel are sufficiently trained, both prior to any deployment
and on an ongoing basis, to respect relevant national law, international humanitarian law and human
rights law; and to establish goals to facilitate uniformity and standardization of training requirements.
Training could include general and task- and context-specific topics, preparing personnel for
performance under the specific contract and in the specific environment, such as:

a) rules on the use of force and weapons;

b) international humanitarian law and human rights law;

c) religious, gender, and cultural issues, and respect for the local population;

d) complaints handling;

e) measures against bribery, corruption, and other crimes.

Territorial States consider continuously reassessing the level of training by, for example, requiring
regular reporting on the part of PMSCs.
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36. Not to grant an authorization to a PMSC whose weapons are acquired unlawfully or whose use is

prohibited by international law.

37. To take into account the PMSC'’s internal organization and regulations, such as:

a) the existence and implementation of policies relating to international humanitarian law and human
rights law, especially on the use of force and firearms, as well as policies against bribery and
corruption;

b) the existence of monitoring and supervisory measures as well as internal accountability mechanisms,
such as:

i. internal investigation and disciplinary arrangements in case of allegations of wrongdoing by its
personnel;

ii. mechanisms enabling persons affected by the conduct of the personnel of the PMSC to lodge a
complaint, including both third party complaints mechanisms and whistleblower protection
arrangements;

iii. regular reporting on the performance of the assignment and/or specific incident reporting;

iv. requiring PMSC personnel and its subcontracted personnel to report any misconduct to the

PMSC’s management or a competent authority.

38. To consider the respect of the PMSC for the welfare of its personnel.

39. To take into account, in considering whether to grant a license or to register an individual, good

practices 32 (past conduct) and 35 (training).

V. Terms of authorization

40. To include clauses to ensure that the conduct of the PMSC and its personnel is continuously in
conformity with relevant national law, international humanitarian law and international human rights law.
The authorization includes, where appropriate, clauses requiring the PMSC and its personnel to
implement the quality criteria referred to above as criteria for granting general and/or specific operating
licenses and relating to:
a) past conduct (good practice 32);
b) financial and economic capacity (good practice 33);
c) personnel and property records (good practice 34);
d) training (good practice 35);
e) lawful acquisitions (good practice 36);
f) internal organization and regulation and accountability (good practice 37);

g) welfare of personnel (good practice 38);
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41. To require the PMSC to post a bond that would be forfeited in case of misconduct or noncompliance
with the authorization, provided that the PMSC has a fair opportunity to rebut allegations and address

problems.

42. To determine, when granting a specific operating license, a maximum number of PMSC personnel
and equipment understood to be necessary to provide the services.

VI. Rules on the provision of services by PMSCs and their personnel

43. To have in place appropriate rules on the use of force and firearms by PMSCs and their personnel,
such as:
a) using force and firearms only when necessary in self-defence or defence of third persons;
b) immediately reporting to and cooperation with competent authorities in the case of use of force and

firearms.

44. To have in place appropriate rules on the possession of weapons by PMSCs and their personnel,

such as:

a) limiting the types and quantity of weapons and ammunition that a PMSC may import, possess or
acquire; |

b) requiring the registration of weapons, including their serial number and calibre, and ammunition, with
a competent authority;

¢) requiring PMSC personnel to obtain an authorization to carry weapons that is shown upon demand:

d) limiting the number of employees allowed to carry weapons in a specific context or area;

e) requiring the storage of weapons and ammunition in a secure and safe facility when personnel are
off duty;

f) requiring that PMSC personnel carry authorized weapons only while on duty;

g) controlling the further possession and use of weapons and ammunition after anéssignment is
completed, including return to point of origin or other proper disposal of weapons and ammunition.

45. To require, if consistent with force protection requirements and safety of the assigned mission, that
the personnel of the PMSC be personally identifiable whenever they are carrying out activities in
discharge of their responsibilities under a contract. Identification should:

a) be visible from a distance where mission and context allow, or consist of a non-transferable
identification card that is shown upon demand;

b) allow for a clear distinction between a PMSC’s personnel and the public authorities in the State
where the PMSC operates. The same should apply to all means of transportation used by PMSCs.
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VII. Monitoring compliance and ensuring accountability
46. To monitor compliance with the terms of the authorization, in particular:

a) establish or designate an adequately resourced monitoring authority;
b) ensure that the civilian population is informed about the rules of conduct by which PMSC have to

abide and available complaint mechanisms;
c) requesting local authorities to report on misconduct by PMSCs or their personnel;

d) investigate reports of wrongdoing.

47. To provide a fair opportunity for PMSCs to respond to allegations that they have operated without or in

violation of an authorization.

48. To impose administrative measures, if it is determined that a PMSC has operated without or in
violation of an authorization; such measures may include:
a) revocation or suspension of the authorization or putting the PMSC on notice of either of these steps
in case remedial measures are not taken within a set period of time;
b) removing specific PMSC personnel under the penalty of revoking or suspending the authorization;
c) prohibition to re-apply for an authorization in the future or for a set period of time;
d) forfeiture of bonds or securities;

e) financial penalties.

49. To provide for criminal jurisdiction in their national legislation over crimes under international law and
their national law committed by PMSCs and their personnel and, in addition, to consider establishing
corporate criminal responsibility for crimes committed by the PMSC, consistent with the Territorial State’

s national legal system.

50. To provide for non-criminal accountability mechanisms for improper and unlawful conduct of PMSC
and its personnel, including:
a) providing for civil liability;
b) otherwise requiring PMSCs, or their clients, to provide reparation to those harmed by the misconduct

of PMSCs and their personnel.
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51. When negotiating agreements with Contracting States which contain rules affecting the legal status of
and jurisdiction over PMSCs and their personnel:
a) to consider the impact of the agreements on the compliance with national laws and regulations;
b) to address the issue of jurisdiction and immunities to ascertain proper coverage and appropriate civil,
criminal, and administrative remedies for misconduct, in order to ensure accountability of PMSCs and

their personnel.

52. To cooperate with investigating and regulatory authorities of Contracting and Home States in matters

of common concern regarding PMSCs.
C. Good practices for Home States

The following good practices aim to provide guidance to Home States for governing the supply of military
and security services by PMSCs and their personnel abroad (“export”). It is recognized that other good
practices for regulation — such as regulation of standards through trade associations and through
international cooperation — will also provide guidance for regulating PMSCs, but have not been

elaborated here.

In this understanding, Home States should evaluate whether their domestic legal framework, be it central
or federal, is adequately conducive to respect for relevant international humanitarian law and human
rights law by PMSCs and their personnel, or whether, given the size and nature of their national private
military and security industry, additional measures should be adopted to encourage such respect and to
regulate the activities of PMSCs. When considering the scope and nature of any licensing or regulatory
regime, Home States should take particular notice of regulatory regimes by relevant Contracting and
Territorial States, in order to minimize the potential for duplicative or overlapping regimes and to focus

efforts on areas of specific concern for Home States.

In this sense, good practices for Home States include the following:

I. Determination of services

53. To determine which services of PMSCs may or may not be exported; in determining which services

may not be exported, Home States take into account factors such as whether a particular service could
cause PMSC personnel to become involved in direct participation in hostilities.
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Il. Establishment of an authorization system _

54. To consider establishing an authorization system for the provision of military and security services
abroad through appropriate means, such as requiring an operating license valid for a limited and
renewable period (“corporate operating license”), for specific services (“specific operating license”), or
through other forms of authorization (“export authorization”). If such a system of authorization is
established, the good practices 57 to 67 set out the procedure, quality criteria and terms that may be

included in such a system.

55. To have in place appropriate rules on the accountability, export, and return of weapons and
ammunition by PMSCs.

56. To harmonize their authorization system and decisions with those of other States and taking into
account regional approaches relating to authorization systems.

lll. Procedure with regard to authorizations
57. To assess the capacity of the PMSC to carry out its activities in respect of relevant national law,
international humanitarian law and international human rights law, taking into account the inherent risk
associated with the services to be performed, for instance by:
a) acquiring information relating to the principal services the PMSC has provided in the past;
b) obtaining references from clients for whom the PMSC has previously provided similar services or
clients in the Territorial State;
¢) acquiring information relating to the PMSC’s ownership structure and conduct background checks on
the PMSC and its personnel, taking into account relations with subcontractors, subsidiary

corporations and ventures.
58. To allocate adequate resources and trained personnel to handle authorizations properly and timely.

59. To ensure transparency with regard to the authorization procedure. Relevant mechanisms may

include:

a) public disclosure of authorization regulations and procedures;

b) public disclosure of general information on specific authorizations, if necessary redacted to address
national security, privacy and commercial confidentiality requirements;

c) oversight by parliamentary bodies, including through annual reports or notification of particular
contracts to such bodies;

d) publishing and adhering to fair and non-discriminatory fee schedules.
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IV. Criteria for granting an authorization
60. To take into account the past conduct of the PMSC and its personnel, which include ensuring that the

PMSC has:

a) no reliably attested record of involvement in serious crime (including organized crime, violent crime,
sexual offences, violations of international humanitarian law, bribery and corruption) and, insofar as
the PMSC or its personnel had engaged in past unlawful conduct, has appropriately dealt with such
conduct, including by effectively cooperating with official authorities, taking disciplinary measures
against those involved, and where appropriate and consistent with findings of wrongdoing, providing
individuals injured by their conduct with appropriate reparation;

b) conducted comprehensive inquiries within applicable law regarding the extent to which its personnel,
particularly those who are required to carry weapons as part of their duties, have a reliably attested
record of not having been involved in serious crime or have not been dishonourably discharged from
armed or security forces;

c) not previously had an authorization revoked for misconduct of the PMSC or its personnel.

61. To take into account the financial and economic capacity of the PMSC, including for liabilities that it
may incur.

62. To take into account whether the PMSC maintains accurate and up-to-date personnel and property
records, in particular, with regard to weapons and ammunition, available for inspection on demand by
competent authorities.

63. To take into account that the PMSC’s personnel are sufficiently trained, both prior to any deployment
and on an ongoing basis, to respect relevant national law, international humanitarian law and human
rights law; and to establish goals to facilitate uniformity and standardization of training requirements.
Training could include general and task- and context-specific topics, preparing personnel for
performance under the specific contract and in the specific environment, such as:

a) rules on the use of force and firearms;

b) international humanitarian law and human rights law;

c) religious, gender, and cultural issues, and respect for the local population;

d) complaints handling;

€) measures against bribery, corruption and other crimes.

Home States consider continuously reassessing the level of training by, for example, requiring regular
reporting on the part of PMSCs.

64. To take into account whether the PMSC’s equipment, in particular its weapons, is acquired lawfully
and its use is not prohibited by international law.
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65. To take into account the PMSC'’s internal organization and regulations, such as:
a) the existence and implementation of policies relating to international humanitarian law and human
rights law;
b) the existence of monitoring and supervisory as well as internal accountability mechanisms, such as:
i. internal investigation and disciplinary arrangements in case of allegations of wrongdoing by its
personnel;
ii. mechanisms enabling persons affected by the conduct of the personnel of the PMSC to lodge a
complaint, including both third party complaints mechanisms and whistleblower protection

arrangements.

66. To consider the respect of the PMSC for the welfare of its personnel as protected by labour law and

other relevant national law.

V. Terms of authorization granted to PMSCs

67. To include clauses to ensure that the conduct of the PMSC and its personnel respect relevant national
law, international humanitarian law and international human rights law. Such clauses, reflecting and
implementing the quality criteria referred to above as criteria for granting authorizations, may include:
a) past conduct (good practice 60);
b) financial and economic capacity (good practice 61);
c) personnel and property records (good practice 62);
d) training (good practice 62);
e) lawful acquisitions (good practice 64);
f) internal organization and regulation and accountability (good practice 65);
g) welfare of personnel (good practice 66).

VI. Monitoring compliance and ensuring accountability
68. To monitor compliance with the terms of the authorization, in particular by establishing close links
between its authorities granting authorizations and its representatives abroad and/or with the

authorities of the Contracting or Territorial State.

69. To impose sanctions for PMSCs operating without or in violation of an authorization, such as:
a) revocation or suspension of the authorization or putting the PMSC on notice of either of these steps
in case remedial measures are not taken within a set period of time;
b) prohibition to re-apply for an authorization in the future or for a set period of time;
c) civil and criminal fines and penalties.
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70. To support Territorial States in their efforts to establish effective monitoring over PMSCs.

71. To provide for criminal jurisdiction in their national legislation over crimes under international law and
their national law committed by PMSCs and their personnel and, in addition, consider establishing:
a) corporate criminal responsibility for crimes committed by the PMSC, consistent with the Home
State’s national legal system;
b) criminal jurisdiction over serious crimes committed by PMSC personnel abroad.

72. To provide for non-criminal accountability mechanisms for improper and unlawful conduct of PMSCs
and their personnel, including:
a) providing for civil liability;
b) otherwise requiring PMSCs to provide reparation to those harmed by the misconduct of PMSCs and

their personnel.

73. To cooperate with investigating or regulatory authorities of Contracting and Territorial States, as

appropriate, in matters of common concern regarding PMSCs.
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The Montreux Document in a nutshell
What it is

The Montreux Document is an intergovernmental document intended to promote respect for international
humanitarian law and human rights law whenever PMSCs are present in armed conflicts. It is not legally
binding as such; rather, it contains a compilation of relevant international legal obligations and good
practices.

The Montreux Document is the result of an international process launched by the Government of
Switzerland and the ICRC. It was finalized by consensus on 17 September 2008 by 17 States:
Afghanistan, Angola, Australia, Austria, Canada, China, France, Germany, Iraq, Poland, Sierra Leone,
South Africa, Sweden, Switzerland, the United Kingdom of Great Britain and Ireland, Ukraine and the
United States of America. The number of participating States is growing steadily.

For up-to-date information on participation, see www.eda.admin.ch/psc

What it does

The Montreux Document ...

* recalls the pertinent international legal obligations of States, PMSCs and their personnel in situations of
armed conflict;

* contains a compilation of good practices designed to help States take national measures to implement
their obligations;

* highlights the responsibilities of three types of States: Contracting States (countries that hire PMSCs),
Territorial States (countries on whose territory PMSCs operate) and Home States (countries in which
PMSCs are based);

 makes it clear that States have an obligation to ensure respect for international humanitarian law and to
uphold human rights law; as a result, they have a duty to take measures designed to prevent misconduct
by PMSCs and ensure accountability for criminal behaviour;

* recalls that PMSCs and their personnel are bound by international humanitarian law and must respect
its provisions at all times during armed conflict, regardless of their status;

* recalls that misconduct on the part of PMSCs and their personnel can trigger responsibility on two
levels: first, the criminal responsibility of the perpetrators and their superiors, and second, the
responsibility of the State that gave instructions for, directed or controlled the misconduct;

* provides a toolkit for governments to establish effective oversight and control over PMSCs, for example
through contracts or licensing/authorization systems.
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Why it is useful

The Montreux Document is useful because it enhances the protection afforded to people affected by
armed conflicts. It does so by clarifying and reaffirming international law, by encouraging the adoption of
national regulations on PMSCs designed to strengthen respect for international law, and by offering
guidance on how and in what light this should be done, based on lessons learnt.

101



FEUMV—XEDERN— )V EHERETT

RAMFLEFEEOTHIL, EREABEICL > TREISN TS, BEEDS —SDEKRTHS
MNEEDE, RAIMEFITB T HREELREL TS, EVML—XEIZEED T —L (FIHE
ELIEA TWG) LHESHEBIT (F YR 72T 4 A: GP) DIFEA LT, EREAEIER OEEE AMEEIZ
B3 %, £, EBEOMOER (HFBLER CERHEERE) b ERL 2> TV,

5T

FUML—CEORTUE, RIBFORREREICAN TLEEZRELZEBRRTND, EEEA
BRI EFOBRICOREREND, LHLEV MV — TEITHBICR ARSI BELE
HO TR, RENTZHERBITOIZEA L1 (PMSC 12X 2 ATl BEDRESL 72 YY) | SEREICE
LA EATES,

BNV XEOFERANRE

FUM—E, BERO ZODOFAT I3 TEDBEEEERL TD,
« BH9E (PMSC 2722 H)

o {EBIMEEE (£ OHEEA T PMSC 23587 5E)

o JRFEE (PMSC L% E<H)

FRIRERDDIZZD 3 ZATDOEZN, XEITITTRTOEK OE R . PMSC R VZFD
BEBIUSHASEE BV a b EENRTOVA,

BEAR R EREE

FRAE 113, ZYED PMSC I EDTEBZITIZEE I TEIEL TVBEA T, BRI
BEOEBIIRRFL CQOBETAL TS, PMSC 2SRRI ChoTEOMBCIIa W VW) E
£b, BREERENLRBTILIRLARW, FIEEIL, EEEEICER L TS E 15D
TIIRDIRNEBEERFFL TN,

—HOEFREEIBEATRETHLLVOFEIL, HERR TRV TRICEERDHD, H2E
PMUE OB L% HFEL, PMSC 2RI L C—E DML BI- S8 5 (EHR0% T TROBLL, IN
BIOEHERL) Fe T, HEEIZ 2B S EERICH T D#HE2A->TOD, HHEEN 5
HDIGR LERD R L2ERER LT IR0,

FHE 21T, 8% PMSCICAMES D H HICIIRV DS H D LA EICFERMS T 5, EREAH
HIZ, EOFEEBEIC—EDEEE B OITHIZLE BB DT TODD FNEMETHE LidEE
(272%, HBINAERT R X ROMEHFTOERIIZO—FIThs, FBEDEHEBIIIIETE
D03, EERLFEEIIEOHEHEIC 2T ,

102



The main rules and good practices of the Montreux Document

The conduct of parties to an armed conflict is regulated by international humanitarian law. Another branch
of international law - human rights law - also provides protection in armed conflicts. Most of the rules
(expressed as statements) and good practices (GP) assembled in the Montreux Document derive from
international humanitarian law and human rights law. Other branches of international law, such as the law
of State responsibility and international criminal law, also serve as a basis.

Field of application

The preface to the Montreux Document states that the document was developed with a view to situations
of armed conflict. International humanitarian law only applies during armed conflicts. However, the
Montreux Document is not strictly confined to armed conflicts. Most of the good practices identified (for
example, to establish a licensing regime for PMSCs) are ideally put into place during peacetime.

Main adressees of the Montreux Document

The Montreux Document highlights the responsibilities of three types of States:

* Contracting States (countries that hire PMSCs),

* Territorial States (countries on whose territory PMSCs operate), and

* Home States (countries in which PMSCs are based).

While these three types of States are the main target groups, the document also contains sections of
resonance to all States and international organizations, to PMSCs and to their personnel.

Non-transferable responsibilities of the State

Statement 1 explains that Contracting States retain their obligations under international law even if they
contract PMSCs to perform certain activities. The fact that PMSCs are private enterprises and not State
authorities does not relieve States from their international obligations. For example, they retain their
obligation not to start a war in contravention of the Charter of the United Nations.

That some State responsibilities are non-transferable is particularly relevant in situations of occupation. If
a State occupies foreign territory and uses PMSCs to perform certain functions (provide security or
logistic support, guard detention centres), the occupying State still has obligations towards the occupied
population. It has to ensure public order in the occupied territory and the population’s safety.

Statement 2 reminds States that their liberty to contract out activities to PMSCs is limited. International
humanitarian law requires the State authorities to carry out certain activities themselves, so it would be
unlawful to contract them out. The supervision of prisoner-of-war camps and civilian places of internment
is an example. While certain administrative tasks can be outsourced, overall responsibility must rest with
the State authorities.
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Corresponding good practices

> Not only are certain services not to be contracted out as a matter of law, States may also choose to limit
the services that can be performed by PMSCs. In the interest of clarity, it is good practice to determine
which services can or cannot be performed by PMSCs [GP 1, 24, 53]. Whether the service would cause
the PMSC to participate directly in the hostilities (in simplified terms, in combat operations and other
operations of a military nature) should be given special consideration."

Obligation to ensure respect for international humanitarian law

Statements 3, 9, 14 and 18 emphasize the general obligation that States have under Article 1 common to
the four 1949 Geneva Conventions to ensure respect for international humanitarian law. This general
obligation is important because it requires the States not only to refrain from committing violations of
international humanitarian law, but also to take all measures in their power to ensure that PMSCs, as
entities separate from the State, respect the law. It is universal and applies to any State.

However, Contracting States are particularly well placed to ensure respect for international humanitarian
law. It is relatively easy for them, when selecting companies and entering into contracts with them, to
influence how PMSCs operate in the field. As a matter of law, Contracting States must ensure, in the
contract, that PMSCs and their personnel are aware of their obligations when they are deployed to conflict
situations and that they are trained accordingly.

Corresponding good practices for Contracting States »

> Establish a procedure for the selection and contracting of PMSCs [GP 2] and ensure that it is
transparent and supervised [GP 4].

> Adopt quality criteria for the selection of PMSCs that are relevant to ensuring respect for relevant
national law, international humanitarian law and human rights law [GP 5].

> Select PMSCs according to: past conduct; possession of required authorizations; personnel and
property records; adequate training in international humanitarian law and human rights law; lawful
acquisition and use of equipment (in particular weapons); adequate internal policies [GP 6-12].

> Include in the contract an obligation to comply with the selection criteria and specifically require respect
for international humanitarian law [GP 14], also by subcontractors [GP 15]. The terms of the contract
should also oblige contracted PMSCs to ensure that PMSC personnel are personally identifiable when
carrying out their activities [GP 16].

> Monitor compliance with contracts and ensure accountability of PMSCs, for example by establishing

criminal jurisdiction over crimes or by including penalty clauses in contracts [GP 19-23].

L An Interpretative Guidance on the Notion of Direct Participation in Hostilities under IHL has recently been
published by the ICRC, see:

http://www.icrc.org/web/eng/siteeng0.nsf/htmiall/direct-participation-ihl-article-020609.
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Territorial States are also in a strong position to influence the behaviour of companies. They have the
authority, based on their territorial sovereignty, to impose restrictions on PMSCs through national law. In
practice, however, ongoing armed conflict may severely limit what a Territorial State can do to ensure
respect for international humanitarian law. It may not have sufficient control over parts of its territory.

Corresponding good practices for Territorial States

> Establish an authorization scheme which requires companies either to obtain authorizations to operate
or to apply for authorization for specific services [GP 25a]. Territorial States can also register or provide
licences to individuals [GP 25b].

> Establish a procedure for the selection of PMSCs that applies selection criteria similar to those of
Contracting States (see above) [GP 26-39]. Here as well, the capacity of a PMSC to carry out its activities
in conformity with international humanitarian law, for example, should play a key role [GP 28, 30].

> Condition authorizations or licences on compliance with the selection criteria and specifically require
respect for international humanitarian law [GP 40}, also by subcontractors [GP 31].

> Establish specific rules on the provision of services by PMSCs and their personnel, for instance on the
use of force, the possession of weapons and identification [GP 43-45].

> Monitor compliance with authorizations or licenses and ensure accountability of PMSCs, for example by
imposing administrative sanctions for non-compliance [GP 46-52].

Home States are countries in which PMSCs are based. They can similarly ensure respect for international
humanitarian law by regulating PMSCs that are based within their jurisdiction.

Corresponding good practices for Home States

> Establish an authorization scheme, particularly for the “export” of PMSC services abroad [GP 54-56].
> Apply procedures [GP 57-59], selection criteria [GP 60-66] and terms of authorization [GP 67] that are
similar to those for Contracting States and Territorial States (see above). The same holds true for
monitoring compliance with authorizations or licenses and ensuring accountability of PMSCs [GP 68-73].
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Obligation to protect human rights

Statements 4, 10, 15 and 19 refer to the general obligation to protect human rights. While PMSCs and
their personnel are not bound to respect international human rights law (which is only binding on States),
States are required under that law to protect individuals against misconduct by PMSCs that would have
an impact on their human rights. In other words, States have an obligation to take measures to prevent
misconduct by PMSCs and to assist persons harmed by such misconduct. This also includes misconduct
by PMSCs against their own employees.

It would be unrealistic, however, to expect States to prevent all and any possible harm caused by private
companies. Instead, States are expected to exercise due diligence, that is, to do what can reasonably be
expected to prevent or minimize harm. For example, they must investigate misconduct and, if the
misconduct is criminal, prosecute perpetrators and grant victims of misconduct access to remedies (for

instance, through civil action in court).

Corresponding good practices

> Apply the good practices designed to ensure respect for international humanitarian law to prevent
human rights abuses: select companies and personnel with no criminal records, ensure adequate training,
and establish internal investigative and disciplinary mechanisms (see good practices above).

> Require PMSCs to respect and ensure the welfare of their personnel by providing adequate pay,
operational safety and health policies, and by abstaining from unlawful discrimination [GP 13,38,66].

> Ensure that victims of misconduct by PMSCs have adequate remedies and can claim adequate
reparation. In order to ensure that PMSCs are able to provide such compensation, require them to have
adequate financial and economic capacity, including for any liabilities they may incur [GP 7,33,61], and
provide civil liability mechanisms or otherwise require companies to provide reparation to victims [GP 50].

Obligation to ensure criminal accountability

Statements 5, 11, 16 and 20 paraphrase the text of the Geneva Conventions. States have a specific
obligation to hold PMSC personnel accountable for so-called grave breaches of the 1949 Geneva
Conventions and (for States that are party to it) Additional Protocol I. Any individual who commits such a
grave breach must be brought to trial, either at home, through extradition to another country or through
surrender to an international tribunal. Examples for grave breaches are willful killing of a civilian or
inhuman treatment.
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Statements 6, 12, 17 and 21 recall, in a very general fashion, that States are required to exercise criminal
accountability for all international crimes. “International crimes” are all offences for which international
law, most often on the basis of a specific treaty, demands criminalization. Examples of international
crimes are war crimes in general (a broader notion than that of grave breaches) and offences not
necessarily related to armed conflicts, such as torture or genocide. The point is that there is no exception
for PMSC personnel and that States are clearly obliged to apprehend and prosecute perpetrators.

Corresponding good practices

> Exercise criminal jurisdiction for any serious crime committed by PMSCs abroad, whether or not
international humanitarian law requires such extension of jurisdiction [GP 19b, 71b].

> Provide for corporate criminal responsibility in order to hold not only the individual, but also the
company accountable [GP 19a, 49, 71a]. Some but not all States have adopted this practice.
Agreements on jurisdiction, such as status-of-forces agreements, can constitute another obstacle to
criminal accountability. States should formulate agreements affecting the legal status of and jurisdiction
over PMSCs in such a way that at least one of them can exercise jurisdiction, in order to prevent impunity
[GP 22, 51, 73].

Since criminal investigations in situations of armed conflict, thousands of miles from the Contracting State
and under restrictive security conditions, can be so difficult as to impede justice, it is recommended that
the investigative authorities of the Territorial, Contracting and Home States cooperate with each other
[GP 23 and 52].

State responsibility for PMSC acts

Statement 7 explains that, in certain circumstances, the conduct of a PMSC is attributable to the
Contracting State as a matter of international law. The State in question then must assume responsibility
for any wrongdoing on the part of the PMSC. Such circumstances are the exception, rather than the rule,
since States are generally speaking not responsible for the acts and omissions of private companies or
individuals.

Statement 7 lists the cases in which PMSC conduct is attributable to the Contracting State. A first clear
case is when PMSCs are incorporated into the Contracting State’s armed forces and are thus part of what
constitutes the State. The same holds true if the Contracting State contracts a company to perform
so-called elements of governmental authority. For example, any act of criminal investigation or
prosecution to which a PMSC contributes would be considered as an element of governmental authority,
since the justice system is inherently governmental. It is also likely that the running of prisons, which is a
law-enforcement function, is inherently a government function. While it may be contracted out, the State
remains responsible. Finally, PMSC conduct is also attributable to the Contracting State if the PMSC is in
fact acting on the instructions of the State (i.e. the State has specifically instructed the private actor's
conduct) or under its direction or control.
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Statement 8 affirms that whenever violations are attributable to it, the Contracting State has an obligation
to provide reparations for the injury incurred. Reparation can take several forms. Usually it consists of
monetary compensation, but it can also take the form of satisfaction (an apology) or restitution (for
instance of property).

Obligations of PMSCs as companies

Statement 22 is the only rule that addresses PMSCs as companies. As companies, PMSCs per se are not
bound to respect international humanitarian law, which is binding only on parties to a conflict and
individuals, not corporate entities. Nor are PMSCs directly bound by human rights law, which is only
binding on States. As statement 22 explains, however, insofar as those bodies of law are integrated into
national law and made applicable to companies, PMSCs are nonetheless obliged to uphold them. The
same holds true, obviously, for all national law - criminal law, tax law, immigration law, labour law — and
of course for any specific regulations on PMSCs that might be in place.

Status of PMSC personnel

International humanitarian law distinguishes between combatants and civilians.

Statement 24 explains that the status of PMSC personnel in armed conflicts is determined on a
case-by-case basis. It cannot be said, for instance, that PMSC personnel are always combatants just
because they carry weapons; nor can it be said that they are always civilians because they are not
members of the armed forces. The status of PMSC personnel depends on the contract under which they
are employed and on the services they provide. Personnel of PMSCs can be:

Civilians — this is probably the case for the large majority of PMSC personnel. As such, they benefit from
the protection afforded to civilians in situations of armed conflict (see explanatory comment on statement
25 below).

Civilians accompanying the armed forces in the meaning of Article 4A(4) of the Third Geneva Convention
— a category that only exists in international armed conflicts, which are rarer than noninternational armed
conflicts. To qualify, civilians must have a real link with, i.e. provide a service to, the armed forces, not
merely the State. This means that, for instance, contractors employed by civilian State authorities or by
private companies do not fall into this category. The status of civilians accompanying the armed forces
does not apply in non-international armed conflicts. On the privileges associated with the status, (see
explanatory comment on statement 26¢ below).
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Members of the armed forces if they are formally incorporated into these forces. PMSCs usually work
outside the chain of command and on a mandate basis only. They thus rarely qualify for this status. But if
they do, they are bound not only by international humanitarian law but, as State agents, also by human
rights law (see explanatory comment on statement 26d below).

Militias or other volunteer corps belonging fo a State parly to an armed conflict in the sense of Article
4A(2) of the Third Geneva Convention or Additional Protocol I. This is the case if, in a situation of
international armed conflict, PMSCs constitute an organized armed group “belonging to” a party to the
conflict and fulfil the four criteria defining that group: to be under responsible command, to have a
distinctive fixed sign, to carry arms openly and to obey the laws and customs of war.

Corresponding good practices

In order to ensure that contractors are clearly distinguishable in their functions, the Montreux Document
recommends that they carry clearly visible identification insofar as this is compatible with safety
requirements and that their means of transport also be clearly distinguishable [GP 16,45].

Protection of PMSC personnel from attack

Statement 25 explains that if PMSC personnel qualify as civilians (which they do in most cases) they may
not be attacked. However, international humanitarian law provides that civilians lose their protection
against attack if and for such time as they directly participate in hostilities.

Direct participation in hostilities is a rather complex term. Simply put, it means participation in combat
operations or activities aimed at weakening the enemy’s military capacity and specifically meant to
support one party to the conflict against the other. Guarding military bases against attacks from the
enemy party, gathering tactical military intelligence, operating weapons systems in a combat operation
are examples of direct participation in hostilities in which PMSC personnel may be involved.2

Rights and responsibilities of PMSC personnel

Statement 26a recalls that whatever their status, the personnel of PMSCs must always comply with
international humanitarian law. Indeed, humanitarian law must be respected not only by all parties to the
conflict, but by all individuals acting in relation to a conflict — whether or not they are acting on behalf of a

government.

2 An Interpretative Guidance on the Notion of Direct Participation in Hostilities under IHL has recently been

published by the ICRC, see:http:/iww.icrc.org/web/eng/siteeng0.nsf/htmlall/direct-participation-ihi-article-020609.
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Statement 26b mentions the circumstances, referred to above, in which PMSC personnel do not qualify
as civilians. The last part of the sentence (“or otherwise lose their protection as determined by
international humanitarian law”) refers, in particular, to the situation where a PMSC employee is part of
the armed wing of a party to a non-international armed conflict and, in effect, qualifies as a “rebel soldier”.
In this case, he or she can be attacked under humanitarian law.

Statement 26¢ explains that even if they are civilians, PMSC personnel are entitled to prisonerof-war
status when, in an international armed conflict, they are hired to work as “civilians accompanying the
armed forces”. The armed forces should provide such civilians with identity cards identifying them as
such.

Statement 26d recalls that PMSC employees acting as State agents are directly bound to respect human
rights, since these are binding on States.

Statement 26e is a corollary to statement 26a and recalls that PMSC personnel are subject to prosecution

if they commit certain crimes, especially war crimes.
Superior criminal responsibility

Statement 27 explains that the superiors of PMSC personnel can be prosecuted for the most serious
crimes (war crimes, torture and other crimes under international law) not only if they commit these
themselves, but also if, as superiors, they fail to prevent or put an end to crimes committed by their
subordinates.

International law distinguishes between military superiors and civilian superiors. Military commanders are
at the top of a clear and strict chain of command and consequently bear responsibility for crimes
committed by their subordinates as soon as they know or should know about them. Civilian superiors,
who are assumed to have less control over their subordinates, can only be held responsible if they either
know or consciously disregardinformation about a crime committed by their subordinates.
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Questions and answers on the Montreux Document
Why are PMSCs a source of humanitarian concern?

The humanitarian need to address the phenomenon of PMSCs stems from their presence and role in
today’s armed conflicts. Inasmuch as they are armed and mandated to carry out activities that bring them
close to actual combat, they potentially pose an additional risk to the local population and are themselves
at risk of being attacked. So far, PMSCs have been largely left without oversight by States and no specific
international regulations are in place for them. International humanitarian law is applicable to them, but
there was a clear need to spell out the rules for PMSCs and offer practical advice on how to deal with
them. The Montreux Document is designed to meet that need.

What is the difference between private military and private security companies?

There is no standard definition of what is a “military” company and what is a “security” company. In
ordinary parlance, certain activities (such as participating in combat) are traditionally understood to be
military in nature and others (such as guarding residences) related to security. In reality many companies
provide a wide range of services, which can go from typically military services to typically security services.
They are therefore not easily categorized. Moreover, from the humanitarian point of view, the relevant
question is not how a company is labelled but what specific services it provides in a particular instance.
For this reason, the Montreux Document avoids any strict delimitation between private military and private
security companies and uses the inclusive term “private military and security companies” (PMSCs) to
encompass all companies that provide either military or security services or both.

Does any international treaty mention the rights and obligations of PMSCs directly?

No international humanitarian law or human rights treaty mentions PMSCs specifically. The Montreux
Document compiles those rules of international law that are most pertinent to PMSC operations, for easy

reference.
Do PMSCs operate in a legal vacuum?

No. It is true that States often discover that they lack the necessary domestic legislation to deal with
PMSCs. It is also true that international law on mercenaries is largely inapplicable to the relatively new
phenomenon of PMSCs (see below). However, in situations of armed conflict certain well-established
rules and principles do clearly apply, namely under international humanitarian law, which regulates both
the activities of PMSC staff and the responsibilities of the States that hire them. Also, human rights law
imposes a number of obligations on States to protect persons against misconduct on the part of PMSCs.
The Montreux Document explains these rules and principles.
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When does the Montreux Document apply?

The Montreux Document, in line with international humanitarian law, was written bearing in mind that
PMSCs operate in an armed conflict environment. However, it is also meant to provide practical guidance
in other contexts (see paragraph 5 of its preface). A current example is the contracting of PMSCs to
protect merchant shipping against acts of piracy. Even if fighting piracy is best understood as a matter of
law enforcement (and not of armed conflict), the Montreux Document’s statements on jurisdiction remain
pertinent reading.

What rules apply to States with regard to PMSCs?

States that contract PMSCs can, under certain conditions, be held accountable for violations committed
by PMSC employees, in particular if the PMSC exercises elements of governmental authority or if it acts
under the instructions or control of the State authorities. In such cases, the same rules apply to the State
- i.e. not to violate international humanitarian law and human rights law - as if it had acted itself through

its own military forces.

States also have obligations to uphold the law: they must ensure respect for international humanitarian
law and, to the extent that it applies in armed conflicts, human rights law. Hence States must take
appropriate measures to ensure that no PMSC violates international humanitarian law or engages in
misconduct that affects the human rights of potential victims. This can include taking measures to ensure
that PMSCs vet their personnel and provide adequate training for them. States also have an obligation to

prosecute war crimes and certain serious violations of human rights law.
What rules apply to PMSCs and their personnel?

All individuals have to respect international humanitarian law in any activity related to an armed conflict.
PMSC personnel are no exception. If they commit serious violations of humanitarian law, such as attacks
against civilians or ill-treatment of detainees, these are war crimes that must be prosecuted by States.
While companies as such have no obligations under international law, their employees do.

On the other hand, international humanitarian law and human rights law also protect the personnel of
these companies. The protection they are entitled to will vary depending on the type of activity they
engage in. For instance, most PMSC employees are deployed as civilians in situations of armed conflict;
in this case, they are protected against attack, unless and for such time as they directly participate in
hostilities.
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Is an armed PMSC employee considered to be a civilian who therefore enjoys the protection all
civilians are granted under the Geneva Conventions?
In most cases, yes, but there are cases where they cannot be considered civilians. The status of PMSC

personnel depends on their exact employment and functions. Most are not employed to fight, but rather to
provide support functions (equipment maintenance, logistic services, guarding diplomatic missions or
other civilian sites, catering, etc.). In these cases they are considered to be civilians. This means they are
protected against attack unless and for such time as they directly participate in hostilities. But it also
means that if they take a direct part in hostilities, they can be prosecuted if domestic law criminalizes such

conduct.

In rarer cases, PMSC employees are incorporated into the armed forces of a State or form groups or units
under a command responsible to a party to an armed conflict. In such situations, they do not enjoy

protection as civilians.
Are PMSC employees mercenaries?

Mercenaries are defined in international humanitarian law. Article 47 of Protocol | additional to the 1949
Geneva Conventions, applicable in international armed conflicts, describes a mercenary as someone
who: (1) is especially recruited in order to fight in an armed conflict; (2) in fact takes a direct part in
hostilities; (3) is motivated essentially by the desire of private gain; (4) is neither a national of a party to
the conflict nor a resident of territory controlled by a party to the conflict; (5) is not a member of the armed
forces of a party to the conflict; (6) has not been sent by a State which is not a party to the armed conflict

on official duty as a member of its armed forces.

That definition excludes most PMSC personnel, most of whom are not contracted to fight in military
operations. Many are nationals of one of the parties to the conflict. Moreover, it is difficult to prove the
motivation of private gain; presumably, not all of them are thus motivated. Lastly, while some private
contractors are reportedly very highly paid, it would be very difficult to verify if they receive a substantially
higher wage than soldiers.

This being said, PMSC employees do sometimes meet the conditions for definition as mercenaries. If that

is the case, they are not entitled to combatant or prisoner-of-war status in an international armed conflict.

123



BB RE OAFHEILIZNIZHDDH

WHITFEAEEPREL COIEHER EHHE) 2832, RS HEE L TIThha=nT

BB, bolb, PMSC IZEBOI TV DEIIHIN I ERE O —EMB EICE S ERELZITS

LN TED, BHEIOLIZHEILHAENERE L TOARBIDE D ERAE T G LTWAR, BRI

FERRIZRERE T 23RS PMSC ICHEBBIERESNAZELH D, £, RAMEDEZ > TWBEIT,
EHERIE DS HIEL TOBIREBIZHIVIE, ILREZFFBETEIEBIENZREHSLIZRLR,

TOMOES, B EESHEI CHRIREIT 7B B IR RATHE T DIENTED, bobb, T
NTOEBPZDIIBRFEMHTOWTENIEICE SSEHHEHELL TOBLITRLAR, F2, #
HIMEZFESLL T L Th, LIRSS CR M FEDORIUTI N THT O LD H IR, flZ
ITREIEEED D LR T LERE | UM AL EH 5 L CIRAIEE IS5,

BHMEDEL R ENREE NG Do T LRETEDORLENSRBHLELH D, T ML—
XERIO U RE BT DI ICRBIRREE1To TV, Blx L, BFM Tl EEESIL
(CEo T, BAHIEDF ¥y 7 2 FEMBH) I Z[EIBET D LA ENID TD,

FUMV-EERR I FIZBITDXROREE LML T D00

TV —3FEIL, PMSC BRITHFOBRE T CIEENT2R-ICA LS NE EORBE~DE#k%
mDDDTHD, EHIZHHDFEELBOHEE, PMSC ~OEHAL MO ;T IZBE+5H8%
B TOD, EREBIEL, PMSC DERITAEITo I BT EORELADEBILIL, B
ML= EDRBTHD, LITVZREENTIT, EROMBEENIZEITRD, TROG#ER LT
FEBRINDIOMERTHEMEIL, PMSC EEHDELLIThLH 5,

T MV—3CEIX PMSC D82 &b 50>

L7282\, PMSC &EZDTEBDGIEMEIZOWTIEIC L > TE RN EZ25723, PMSC 1T F0 i
FELTODL, 4%bEDOREDF FTREMEIE R, LIS > TAARBF & Y ICRC LTI,
PMSC DOfE iZESHEIS 312, ZORBEICEVEA CEBYEN BB L EE R T 5285
BEZo7, BMBIFETHZEOMT N TORIELZBRE LFE, PMSC 132 DFIELIEEIN
BERTHINEPERDT, BEELV— ko TRIAESNS, BV M — BT D AERT
Tu—F&LoT5, PMSC DA EMRDOIBIZOWT, BIZZNEWISTFITE > TR,
PMSC OIERZRL T RITHUE, PMSC OIEEIELE BT EICE-> TREEICH RS> TR,

124



Who has the authority to prosecute suspected war criminals?

The State in which a contractor is deployed will usually have authority (jurisdiction), because the crime
was committed on its territory. However, PMSC employees may have immunity under a bilateral
agreement, such as a status-of-forces agreement; such agreements usually cover the armed forces of
one State that are present in another State, but are sometimes extended to civilians accompanying the
armed forces and to PMSCs. Also, States experiencing armed conflict do not always have the practical
capacity to prosecute crimes if judicial systems are weakened.

Other States can also exercise jurisdiction if one of their nationals commits a crime abroad. However,
States have not always established jurisdiction under domestic law for such cases. And, even if they have
established jurisdiction, the fact that the crime was committed abroad in a situation of armed conflict can
pose serious practical obstacles to criminal investigations, for instance when it comes to gathering

evidence.

The combination of lack of jurisdiction and of practical obstacles can lead to impunity for the perpetrators.
The Montreux Document makes some practical recommendations to avoid such an outcome. For
example, it recommends that jurisdictional gaps be actively avoided when agreements are concluded
between States.

How does the Montreux Document enhance the protection of civilians in armed conflict?

The Montreux Document raises awareness of the humanitarian concerns at play whenever PMSCs
operate in an armed conflict environment. It reminds States of their obligations and offers them guidance
on how PMSCs should sensibly be dealt with. Preventing violations and holding PMSCs accountable if
they commit violations are at the core of the Montreux Document. But at the end of the day, the question
is one of implementation. It is up to PMSCs and States alike to see to it that the protection of civilians is

put into practice.
Does the Montreux Document legitimize the activities of PMSCs?

No. States disagree about the legitimacy of PMSCs and their activities, but PMSCs are present in
conflicts and will likely remain so. For the Swiss Government and the ICRC, it was therefore important to
tackle the issue and to recall international legal obligations without rejecting or welcoming the use of
PMSCs. Like all other armed actors present on the battlefield, PMSCs are governed by international rules,
whether their presence and activities are legitimate or not. The Montreux Document follows this
humanitarian approach. It does not take a stance on the question of PMSC legitimacy. It does not
encourage the use of PMSCs nor does it constitute a bar for States who want to outlaw PMSCs.
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How did the Montreux Document come about?

The Montreux Document is the fruit of a joint initiative by the Swiss Government and the ICRC on the
subject of PMSCs. It sprang from a desire to bring together the governments most affected by PMSCs in
order to discuss the international legal framework that governs their activities. It also sought to draw up
practical measures (good practices) that States could take to promote respect for international

humanitarian law and human rights law by PMSCs.

Seventeen governments have been involved in the development of the document: Afghanistan, Angola,
Australia, Austria, Canada, China, France, Germany, Iraqg, Poland, Sierra Leone, South Africa, Sweden,
Switzerland, the United Kingdom of Great Britain and Northern Ireland, the Ukraine and the United States
of America. It is these States that helped draft the document. While the process was for governments, it
has benefited since the beginning from the valuable input of industry representatives, academic experts
and NGOs. In addition to the governmenfal meetings, the Initiative held four expert meetings with
high-level experts from all sectors in order to obtain the most detailed legal provisions and practical

recommendations, based on concrete experience and lessons learnt.
Why were only 17 States involved in developing the Montreux Document?

PMSCs are not present in all countries to the same extent. The Swiss Initiative aimed to be practical and
benefit from the input of those States most affected by the phenomenon or which had experience in
dealing with it. The Initiative also sees itself as a first step towards providing greater clarity and practical

advice.

The process was therefore meant to be light and produce a result in a reasonable time, considering that
there was no existing instrument that compiled all the pertinent legal obligations relevant to PMSCs.

Can others be part of the Montreux Document?

Yes. Other States and international organizations are invited to communicate their support for the
document to the Swiss Federal Department of Foreign Affairs, as set out in the preface to the Montreux
Document. In doing so, they do not commit themselves to new legal obligations. They declare their
political support for the Montreux Document’s main thrust: that international legal obligations have a
bearing on PMSCs and must be complied with.

Why is the Montreux Document not an international treaty?

The Swiss Government and the ICRC felt it important to produce a meaningful and practical instrument in
a relatively short period of time. An international treaty would have taken many years to negotiate. Also,
considering the very divisive nature of the issue and the strong political positions involved, a humanitarian,
apolitical approach was more likely to have tangible and practical results.

127



EVNV—ILEORD BRI/

TUMV=XEFERIOLTTELB o720 0ITIE, BRIZZ DY R EEBEOERIBI LIRS,
BIME DR IEBHDIZEBIRN, ZOXENR TS R OFIUCEETARIIC TS PMSC
~DHLPLR E——ENNE DT —— DB BERILL CEETIIENRAEND, T2, E
Y IL—3CEH PMSC T LD B ERHI OB L2 b IS5,

128



What are the next steps for the Montreux Document?

Now that the Montreux Document exists, the focus is on its dissemination and practical implementation.
As the circle of participating States broadens, it is hoped that the document will stablish itself as a
reference for all dealings — national or international — with PMSCs in the context of armed conflicts and

related situations. It is also hoped that the Montreux Document will form the basis for self-regulatory
efforts by the PMSC industry.
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v

How can the Montreux Document be useful for you?
The Montreux Document conveniently compiles and articulates the relevant obligations under

international humanitarian law and human rights law in one text. It is designed for practitioners who are

confronted with the phenomenon of PMSCs.

Government officials

The Montreux Document can help your government review the conformity of domestic legislation and
practice with international humanitarian and human rights law. The good practices described in the
document represent a blueprint for possible (further) regulatory action with a view to strengthening both

branches of the law.

Officials of international organizations

Does your organization itself occasionally or regularly rely on the services of PMSCs? If so, the Montreux
Document may help it formulate internal policies in line with international humanitarian law and human

rights law.
Members of parliament

The Montreux Document provides you with guidelines to assess the adequacy of your national legal and
policy framework. The good practices described in the document represent a blueprint for possible
(further) regulatory action encouraging greater respect for humanitarian law and human rights by PMSCs,
particularly by extending public oversight over the activities of such companies.

NGOs

You can make practical use of the Montreux Document in two ways. Firstly, by triggering an assessment
and discussion of whether or not your organization itself relies on PMSCs in field operations. If yes, the
Montreux Document will help you formulate internal policy with regard to PMSCs. Secondly, the Montreux
Document can be a useful minimum yardstick against which to assess national or international policies
and regulations. You may want to recommend the Montreux Document to players in the field, to
governments, members of parliament, companies, other NGOs, at universities, etc.

Companies

As a PMSC or a company that contracts PMSCs, you can adopt the standards listed and thus affirm your
commitment to the principles of international humanitarian law and human rights law through responsible
conduct in the field. The Montreux Document may also provide a useful basis for genuine efforts at
self-regulation within the industry, which you could support.

PMSC employees

You can take note of the recommendations in the Montreux Document. Ask your company whether it is

committed to the Montreux Document
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INDUSTRY GUIDELINES FOR THE USE OF PRIVATE MARITIME

SECURITY CONTRACTORS (PMSC) AS ADDITIONAL PROTECTION

IN WATERS AFFECTED BY SOMALI PIRACY

(May 2011)

Key Principles:

* Industry is strongly opposed to the arming of seafarers.

* Industry considers that it is the responsibility of Governments to ensure the freedom of
Navigation on the high seas and to protect the right of innocent passage.

* Industry recognises it has a responsibility for self-protection using non-lethal means as an
essential part of compliance with Best Management Practices (BMP).

* Subject to risk analysis, careful planning and agreements Industry believes the provision of
Military Vessel Protection Detachments (VPDs) deployed to protect vulnerable merchant
ships is the preferred option when considering armed guards.

* Industry believes that the use, or not, of armed Private Maritime Security Contractors
(PMSCs)onboard merchant ships has to be a matter for individual ship operators to decide
following their own voyage risk assessment. Industry does not however endorse nor

recommend the general use of armed PMSCs.

Content
Industry Guidelines for the Use Private Maritime Security Contractors
as Additional Protection in Waters Affected by Somali Piracy. (May 2011)
A. Annex A - Glossary of Terms and Abbreviations.

Guidelines

The undersigned organisations have developed and produced these
guidelines for their members:

BIMCO, ICS, INTERCARGO, INTERTANKO, OCIMF, IG P&I Clubs.
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1. Introduction
In the prevailing unique circumstances that apply in the case of Somali-based piracy there are
occasions when companies may wish to consider placing armed guards on board their ships.
These guidelines do not endorse use of armed PMSCs. The decision to use armed PMSCs,
within the High Risk Area defined in Industry Best Management Practices, is a decision for the
individual Shipping Company after a thorough Risk Assessment. It should be borne in mind that
such use does not alone provide effective security. Hence, if armed PMSCs are to be used, then
they must be viewed as a layer of protection in addition to Industry BMP.
The purpose of these Guidelines is to provide guidance for shipping companies if the company
decides to engage PMSCs, or to provide additional protection against piracy and/or armed
attack. Maritime Security provision is commercially available in several forms, including both
armed and unarmed PMSC personnel.
2. PMSC Selection Criteria
With the increase in attacks from, and an expansion of the area of operation of Somali based
pirates, there has been a corresponding and noticeable increase in the number of PMSCs
offering maritime security services to the shipping industry.
There is significant concern within the shipping industry about the competency of some
security contractors and in particular concern that they do not have the relevant experience to
provide effective protection when operating unsupported in the maritime environment.
Currently there is no international regulation or accepted code of conduct for Maritime
Security providers, and therefore there is no standard accepted Practice for Private Security
Contractors in the maritime environment. To this end it is essential that companies exercise
very careful due diligence and that this is undertaken in full awareness that there is a large
degree of variance of quality and competency within PMSCs
2.1 General
As with any other type of contractor it is important to undertake the usual commercial due
diligence, this normally includes investigation and enquiries in relation to:

+ Company structure and place of registration

« Company ownership

* Financial position (e.g. Annual accounts/Bank reference)

* Extent of insurance cover (in particular covering Third Party risks)

* Senior management experience

* Quality management Indicators — e.g. ISO accreditation
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2.2 PMSC Background Information

To assess the capability of the PMSC to carry out a proposed task it will be necessary to

undertake thorough enquiries regarding the prospective PMSC, particularly in the absence of a

robust accreditation scheme for PMSCs.

Assessments should be made of the level of relevant experience and knowledge in providing

security teams for a vessel transit. Relevant questions might include:

* Does the PMSC have relevant maritime (as opposed to land based) experience?

e Does the PMSC have a sound understanding of Flag State, Port State and Coastal State
requirements with respect to weapons?

e Can the PMSC provide testimonials/references from previous clients in the Shipping
Industry?

* If the PMSC is offering armed security provision, is there documentary evidence that arms
are procured, transported, embarked and disembarked legally?

* Does the PMSC have a sound understanding of the Somali based piracy threat, and the
means to maintain current knowledge?

* Does the PMSC have a sound understanding of Best Management Practices, and in particular
Ship Protection Measures?

* Which Flag States does the PMSC have experience of working with?

* There is no specific Code of Conduct governing the Maritime Security Industry. How does the
PMSC implement the relevant Guidance contained in the following generic Codes for the
Security Industry which include:

(1) 1ICcOC - PSSP
(2) The Voluntary Principles
(3) UN Basic Principles on the Use of Force & Firearms by Law Enforcement Officials (1990)

2.3 PMSC Understanding of International Legal Context

* Does the PMSC demonstrate a sound understanding of the relevant sections of the following
International Conventions:-
(1) UNCLOS
(2) SUA
(3) SOLAS including ISPS Code

* How does the PMSC obtain legal advice (e.g. In house counsel / External legal advisers)?
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2.4 Selection and Vetting of PMSCs Personnel
As the quality of the service delivery depends to a very great extent on the quality and
experience of the individuals that make up the onboard PMSC personnel team, the quality of
the selection and vetting of that team is essential. The vetting criteria might include:

* A criminal background check

* A history of employment check

* A military background check where applicable

* An assessment of medical, physical, and mental fitness for the proposed duration of
the deployment

* Can the PMSC show that they have verifiable Internal Policies and Procedures for
determining suitability of their employees?

* Does the PMSC have a verifiable system in place to ensure continued suitability for
employment of their personnel? If armed PMSC personnel are to be involved then relevant

experience and certification in the use of the weapons to be deployed should be verified.

2.5 Training of PMSC Personnel

The qualify of professional training given to PMSC personnel is of extreme importance.

Training considerations might include:

e Are comprehensive and detailed records of training, both initial and refresher training, kept
and available for inspection?

* Are the PMSC personnel suitably qualified to operate in a marine environment? (e.g. Do they
have Sea Survival and Marine Fire Fighting training to a recognised standard?)

* Are the PMSC personnel trained to operate safely on the different vessel types that they may
be deployed aboard?

* Are the PMSC personnel trained to operate the equipment and, where armed, the specific
weapons’ types that will be used, on the vessels that they may be deployed aboard?

* Are the PMSC personnel trained in the appropriate Use of Force following recognised
principles/guidelines (e.g. UN Basic Principles on the Use of Force and Firearms by Law
Enforcement Officials (1990)?

e Are the PMSC personnel given medical training to a recognised international standard?

* Are the PMSC personnel given appropriate training and/or briefing with specific reference to
the vessel type and where that vessel will be trading, including:-

o Pirate Action Group operations, tactics and behaviours?

o Industry Best Management Practices, in particular Ship Self Protection Measures?

o The relevant provisions of the Shipboard Security Plan (SSP) and the differing Security
Levels?

o Vessels Emergency Procedures and Contingency Plans?
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* Does the training regime in place and the records of that training give confidence that the
PMSC personnel have been provided with appropriate knowledge and skills to ensure that
all Teams employed from the same PMSC across the Shipping Company’s Fleet will receive a

uniform level of professionalism and service?

3. Service Provision Considerations

3.1 Flag State and Nation State Jurisdiction Considerations

It is strongly suggested that at the earliest opportunity the PMSC provides a detailed plan of its
proposed Security Team deployment to the Flag State to ensure compliance with the Flag
State requirements, if any such requirements exist, inter alia:

* Most Flag States have strict requirements regarding the carriage of arms on vessels flying
their flag including the individual licensing of personnel who may carry arms and the
licensing of individual firearms.

* Some Flag States have limitations of the type of weapons that may be carried onboard (e.g.
some Flag States do not allow the use of fully automatic weapons).

* Does the PMSC fully understand challenges and complexities of legally transporting (on land,
in ports, at sea) embarking / disembarking firearms and ammunition onto and off a
merchant vessel?

* Does the PMSC understand the concept of the "right of innocent passage" in territorial
waters and how this might be compromised as opposed to the freedom of navigation on the
high seas?

3.2 Insurance

Owners should ensure that PMSCs maintain insurance cover for themselves and their
personnel and that the PMSC terms of engagement do not prejudice or potentially prejudice
the ship owners’ insurance cover.

PMSC insurance cover

PMSCs should provide and maintain for itself and its personnel:

* Public and employers liability insurance cover to an appropriate level; it is unlikely this would
be less that USS 5 million.

* Personal accident, medical expenses, hospitalization and repatriation insurance.

Ship owners insurance cover

Liabilities, losses and expenses arising out of the deployment of armed PMSC personnel may
impact on the ship owners property and liability insurance cover. Shipowners are strongly
recommended to consult with their insurers prior to contracting with and embarking armed

PMSC personnel to assess the potential impact on their insurance cover.
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3.3 Embarked Security Team Size, Composition and Equipment

The size, composition and equipment of the proposed embarked Security Team should be
carefully discussed and agreed as necessary with the PMSC. Factors for consideration might
include:

* Size of the Onboard Security Team — this will be influenced by factors including, length of
the estimated time of the vessel transit, latest threat assessment, the agreed duties of the
Security Team (will they act as additional lookouts, assist with rigging Self Protection
Measures?) and size and type of vessel. It is unlikely that risk analysis will indicate the team
should comprise less than 4 personnel.

* Composition - it is important that there is an appropriate hierarchy, experience and skill mix
within the onboard PMSC personnel. The team leader should be competent in vessel
vulnerability and risk assessments and be able to advise on Ship Protection Measures. It is
recommended that one of the PMSC personnel be qualified as the team medic.

* Equipment requirements — this will be influenced by factors including, length of the
estimated time of the vessel transit, latest threat assessment, and the agreed duties of the
Security Team, (Will they act as additional lookouts - day & night vision equipment - assist
with rigging Self Protection Measures?) and the size and type of vessel. It is important that
the correct Personal Protective Equipment is available for all of the team including specialist
ballistic protection clothing if the Security Team is armed. An enhanced medical is
recommended.

* Note - Ships Articles; All Security Teams should be expected to sign on the Ships Articles

but Flag State will determine the requirements.

3.4 Command & Control of Onboard Security Team — including Relationship with the Master

A pre requisite for a Ship Operator when entering into a contract with a PMSC is that the

command and control structure linking the Ship Operator, the Master, and the PMSC Security

Team leader has been clearly defined, documented and discussed by the relevant parties so

that no doubt or ambiguity exists.

In order to provide the required clarity the documented command and control structure

should provide:-

® A clear statement that at all times the Master remains the ultimate Authority on board, and retains
the overriding responsibility for the navigation and safety of the vessel, its crew and cargo.

* A clearly defined set of vessel and voyage specific Operational Instructions.

* Clearly defined Rules for the Use of Force (see Section 3.5) written in an unambiguous form

using terms that are understood by all involved.
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e Clearly defined instructions governing the safe stowage, handling and management of any
weapons on board.

e Clearly defined list of duties, expected conduct and behaviour of PMSC personnel on board.

* An effective command and control structure will provide transparent information flow and
recognisable coordination and cooperation between the Ship Owner, Charterer, PMSC,

PMSC Security Team and the master and crew.

Factors to determine such success may include:

o Providing regular updated intelligence based threat assessments throughout the
contracted period on board, and utilising this information to offer suggestions as to the
vessels proposed routeing, amending same if required, and under the ships contractual
arrangements.

o Monitoring the daily activities of the onboard PMSC Security Team

o Having a 24 hour Emergency Response and a Contingency Plan in place covering all
potential actions.

o Providing feedback on crew training and ship hardening requirements based upon reports

received from the PMSC Security Team.

3.5 Management of Weapons and Ammunition from Embarkation to Disembarkation
An essential requirement of the PMSC Security Team will be to demonstrate responsible
Management of Weapons and Ammunition at all times when on board.

Issues to be considered should include:

* Documented compliance with the relevant legislation governing the transport and provision
of weapons and ammunition to the point of embarkation or ports/places at which the vessel
may call as part of its intended voyage whilst the PMSC team is on board. PMSC personnel
must be able to prove that actual inventory carried matches all documented declarations.

* At the point of transfer to the ship are weapons and ammunition in appropriate containers?
* Is there a complete inventory of all arms and ammunition available for checking upon arrival?
(Inventory must detail make model calibre and serial number of all weapons and details of

ammunition and amount).

* Onboard weapons’ stowage and deployment.

* Areas where weapons may or may not be carried, together with the weapon state (e.g.
unloaded & magazine off, magazine on & safety catch on & no round chambered) and what

will initiate a change in that state must be confirmed.
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* Detailed orders for when weapons can be loaded and “made ready” for use must be
confirmed. .
* The inventory must be reconciled on disembarkation of all arms and ammunition from the

vessel.

3.6 Rules for the Use of Force
It is essential that all PMSC personnel have a complete understanding of the rules for the Use
of Force as agreed between Ship Owner, PMSC and Master and fully comply with them.
* Does the PMSC provide a detailed graduated response plan to a pirate attack?
* Does the PMSC response plan differentiate between hostile intent and hostile act?
* Are PMSC personnel fully aware that their primary function is the prevention of boarding
using the minimal force necessary to do so?
* Do PMSC personnel have a sound understanding of the UN Basic Principles on the Use of
Force and Firearms by Law Enforcement Officials (1990)?

3.7 Reporting and Record Keeping.
As a matter of good practice the ship operator and Master should maintain a log of every
circumstance in which weapons are discharged, whether accidental or deliberate. Such actions
should be fully documented in sufficient detail in order to produce a formal written record of
the incident. It is a requirement of many Flag States under both the ISM and ISPS Code.
Company requirements will also need to be complied with.
The requirements of a formal written report may be considered to include the following:

* Time and location of the incident

* Details of events leading up to the incident

* The identity, and details of personnel involved in the incident

* Details of the incident

* Injuries and/or material damage sustained during the incident

* Lessons learnt from the incident and, where applicable, recommended procedures

to prevent a recurrence of the incident

In addition to incident reporting it is suggested that following a tour of duty the Onboard
PMSC Security Team should submit a full report to the Shipping Operator, via their Employers
if required, giving full details of the deployment, operational matters, any training and/or ship
hardening conducted, and offering advice as to any further enhancements to security that may

be considered.
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Conclusions

The decision on the employment of a PMSC is a complex one for a ship owner. The absence of
applicable regulation or industry self-regulation coupled with complex legal requirements
governing the legitimate, transport, carriage and use of arms is regrettable. This situation is
further complicated by the rapid growth in the number of maritime security industry
companies and doubts about the capabilities and maturity of some of these companies.
Significant competence and quality variations are present across the spectrum of contractors
offering services.

In order to make an informed decision a thorough and properly conducted risk assessment is
essential. The risk assessment should thoroughly explore whether all practical means of self
protection have already been effectively implemented in advance of considering PMSC
employment as an additional measure. Applying effective due diligence in contractor selection
is essential if there is to be reasonable confidence that the service provided in practice is equal
to the expectations.

These Guidelines will be reviewed and updated by the supporting Industry organisations.
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Annex A - Glossary of Terms and Abbreviations

PMSC - Private Maritime Security Contractor:

Private Contractors employed to provide Security Personnel, both armed and unarmed, to
serve onboard ships to protect them against piracy / armed attack.

VPD - Vessel Protection Detachment

A Military detachment provided by States to provide Armed Security on board ships to protect
against piracy / armed attacks acting under formal Rules of Engagement.

ICOC - PSSP

The International Code of Conduct for Private Security Service Providers (2010)

This Code builds upon the Montreux Document and is the result of an active collaboration of
members of the private security industry along with the Swiss Department of Foreign Affairs,
the Geneva Centre for the Democratic Control of Armed Forces (DCAF) and the Geneva
Academy of International Humanitarian Law and Human Rights (ADH) to support the
development of a Global Code of Conduct that lays down international industry norms and
standards for the provision of private security services.

Signatory Companies affirm that they have a responsibility to respect the human rights of, and
fulfil humanitarian responsibilities towards, all those affected by their business activities,
including Personnel, Clients, suppliers, shareholders, and the population of the area in which
services are provided. The Signatory Companies also recognise the importance of respecting
the various cultures encountered in their work, as well as the individuals they come into
contact with as a result of those activities.

Montreux Document

On pertinent legal obligations and good practices for States related to operations of private
military and security companies during armed conflict.

The Montreux Document is the result of an international process launched by the Government
of Switzerland and the ICRC. It is an intergovernmental document intended to promote respect
for international humanitarian law and human rights law whenever private military and

security companies are present in armed conflicts.
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SAMI

Security Association for the Maritime Industry (2011)

The Security Association for the Maritime Industry (SAMI) provides an independent regulatory
trade association for maritime security companies. The Association introduces a level of
regulatory discipline and scrutiny to ensure that the maritime industry can easily identify
reputable maritime security companies. SAMI endeavours to provide reassurance and
guidance, where none has existed before and establishes the benchmark for standards within
the industry. SAMI as a Non Governmental Organisation, (NGO), represents the industry at an
international level.

Voluntary Principles

Governments of the United States, the United Kingdom, the Netherlands and Norway, Energy
& Mining companies in the extractive and energy NGOs agreed voluntary set of principles on
Security and Human Rights.

The Voluntary Principles on Security and Human Rights are a set of non-binding principles
developed in 2000 to address the issue of balancing safety needs while respecting human
rights and fundamental freedoms. The Voluntary Principles are seen as genuinely filling a
critical void for companies seeking guidance about managing potential exposure to risks
related to their security and human rights practices, especially in countries that are often
associated with conflict or alleged abuses. The Principles also provide guidance for companies
on identifying human rights and security risk, as well as engaging and collaborating with state
and private security forces. The principles were developed through multi-stakeholder
participation from governments, extractive industry and NGOs.

The UN Basic Principles on the Use of Force and Firearms by Law Enforcement Officials
(1990)

Adopted in 1990, during the 8th United Nations Congress on the Prevention of
Crime and the Treatment of Offenders, these principles set up a series of human
rights standards regarding the use of force and firearms by law enforcement
officials. They function as the global standards for police agencies worldwide,

although they are not enforceable in law.
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Provisional guidelines — use of armed guards on

board Norwegian ships

1. Introduction

The shipping industry has been hit hard by the steadily increasing and extremely
violent acts of piracy occurring off the coast of Somalia and in the Indian Ocean.
These acts are taking place despite the implementation of improved security
measures by the industry, including the use of convoys, and the presence of
military forces. The pirates are now carrying out attacks across large parts of the
Indian Ocean, and the marine forces have a limited ability to protect trade
vessels in such a large geographical area. The pirates are better organised,
better equipped and more aggressive in their use of firearms than previously.

To help ensure that ships registered in Norway are able to protect themselves as
effectively as possible against acts of piracy and pirate attacks, the decision has
been made to regulate the use of private armed security guards by means of
changes to the Regulations of 22 June 2004 No. 972 concerning security,
anti-terrorism and anti-piracy measures and the use of force on board ships and
mobile offshore drilling units (the Security Regulations) and the Regulations of
25 June 2009 No. 904 concerning firearms, firearm parts and ammunition, etc.
(the Firearms Regulations). The Security Regulations are based on section 40,
fourth paragraph, see also section 39, first paragraph, see also section 40, first
paragraph, of the Act of 16 February 2007 No. 9 relating to ship safety and
security (the Ship Safety and Security Act). In the interests of completeness, it
should be noted that it is the company that decides whether to use private armed
security guards. The Security Regulations do not encourage the use of such
guards, but rather are intended to regulate the selection and use of private
armed security guards to ensure that the highest possible professional and
ethical standards are followed in connection with the use of such services on
vessels registered in Norway.

These guidelines offer explanatory comments on relevant provisions of the
Security Regulations and the Firearms Regulations relating to applications for
firearms permits, the selection and use of armed guards, and reporting to public
authorities on the use of force in connection with pirate attacks.

These guidelines are not exhaustive, and it is recommended that companies and
any hired security firms/guards engage professional, qualified advisers to
establish the scope of the legal rules to which they are subject under Norwegian
law.
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2. International rules, industry standards, etc.

At present, there are no binding international rules that govern the use and
selection of private armed security guards. However, Den Norske Krigsforsikring
for Skib (DNK, in cooperation with the Norwegian Shipowners’ Association and
the Norwegian Maritime Officers’ Association), BIMCO and IMO (the UN
maritime organisation), have all developed guidelines for the selection and use
of private armed security guards. The IMO guidelines (MSC.1/Circ.1405) are
appended to these guidelines in the interests of completeness. In preparing the
guidelines, the IMO has relied on, among others, the standards of BIMCO and
DNK. However, the IMO has also developed guidelines for flag states
(MSC.1/Circ.1408). It is expected that the flag-state guidelines may be
expanded to cover all states, including coastal and port states. The flag-state
guidelines will not, however, be discussed in more detail here.

The DNK guidelines can be downloaded from www.warrisk.no.

Sector and industry standards are not binding on companies unless this is stated
explicitly in the rules. However, such standards may be significant to relations
between private parties, for example with regard to insurance cover. Moreover,
the industry has worked closely with the military forces operating in the Gulf of
Aden to establish Best Management Practices (BMPs).

The BMPs describe passive and other unarmed security measures that
companies and masters can implement on board to reduce the risk of hijack in
high risk areas. The effective implementation of the BMPs current at any given
time on board vessels, in addition to other passive and active unarmed
measures, has been found to increase the chances of successfully preventing
boarding and hijacking in connection with pirate attacks. It is important that the
company, in consultation with the master and the Company Security Officer
(CSO0) or a corresponding person, conducts an active assessment of passive
and active unarmed measures before armed guards are brought on board. The
use of armed guards must be a supplement to, and not a replacement for, the
effective implementation of the BMPs and, if relevant, other passive or active
unarmed measures. Further comments in this regard are included below. An
updated version of the BMPs can be downloaded from the website of the
Norwegian Maritime Directorate: www.sdir.no/no/sikkerhet/ISPS/.

Customary international law, among other legal authorities, provides that the use
of force is restricted to cases of necessity or self-defence, i.e. cases in which
there is no other way out and in which the requirements of necessity,
reasonableness and proportionality are observed in connection with the use of
force. Such customary international law is binding on Norway and its inhabitants.
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However, there are also international rules that deal with acts of piracy and
terrorism. The Convention for the Suppression of Unlawful Acts Against the
Safety of Maritime Navigation of 10 March 1988 (the SUA Convention 1988) and
the Protocol of 2005 to the SUA Convention 1988 (the SUA Convention 2005,
not ratified by Norway, however), contain specialised penal provisions targeted
at acts of terrorism and hijacking at sea. The UN Convention on the Law of the
Sea of 1982 adopted several principles for combating piracy on the open seas in
accordance with customary international law. In general, the Convention on the
Law of the Sea grants a very wide scope for the use of force against piracy by
nation states; see Articles 105 and 110 of the Convention on the Law of the Sea.
However, the Convention on the Law of the Sea provides no basis for private law
enforcement.

The use of force by private security guards must therefore be based on the
general, internationally accepted principles of self-defence. Moreover, the
Convention on the Law of the Sea requires assistance to be provided to injured
and shipwrecked persons on the open seas, provided that this can be done
without serious risk to the ship or the crew; see Article 98 of the Convention on
the Law of the Sea.

3. National rules

a. The Ship Safety and Security Act

The Act of 16 February 2007 No. 9 relating to ship safety and security (the Ship
Safety and Security Act) applies to all Norwegian ships regardless of where they
are located. It does not apply to leisure boats.

Chapter 6 of the Ship Safety and Security Act lays down rules regarding
on-board security measures, and consists of two provisions: sections 39 and 40.
Section 40, first paragraph, states that measures must be implemented to
prevent and protect against illegal actions against the ship. These measures are
preventive, and it is the company that is obliged to implement them.

The list in section 39, third paragraph, sets out the measures whose
implementation is particularly relevant, which are based on key elements of the
ISPS Code. Even though the measures mentioned in sub-paragraphs a) to h)
are primarily intended to prevent acts of terrorism, the preparatory works to the
Act state that they, “may also have a preventive effect in relation to other
unlawful actions against the ship,” typically acts of piracy.

Section 40 of the Ship Safety and Security Act gives the master special authority
to implement measures and use force to protect the ship against unlawful
actions as mentioned in section 39 of the Act, and to maintain calm and order on
board. The wording of the first and third paragraphs is as follows:
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“When necessary in order to prevent or protect against actions as mentioned in

section 39, first paragraph, the ship may implement measures and use force.

[-]

The right to implement measures and fo use force shall lie with the master. All persons
on board shall be obliged to give assistance and to respect the measures that are taken.”

The power to use force pursuant to section 40 therefore lies with the master, but there is
no doubt that other persons (typically private guards), who use force in accordance with
the master’s authorisation must also be subject to the limits on the use of force which
are set out in section 40 or which are introduced pursuant to section 40. Section 40,
third paragraph, second sentence, of the Ship Safety and Security Act states that a//
persons located on board, including hired private guards, are obliged to respect the
measures implemented by the master. This is one of few provisions in the Act which
imposes a duty on parties other than the company, the master or the crew. In the
interests of completeness, the limits on the use of force will be discussed in more detail
in section 10 below.

Section 40, fourth paragraph, of the Ship Safety and Security Act authorises the
adoption of regulations that supplement the provision; an example is the Security
Regulations.

b. The Firearms Act

The Act of 9 June 1961 No. 1 relating to firearms and ammunition, etc. regulates all
trade and acquisition of civilian firearms. Sections 7 and 8 of the Act establish that any
person intending to acquire, own or hold firearms requires a permit from the chief of
police (a firearm licence), while section 10 governs the withdrawal of firearm licences.
The Act is primarily formulated to regulate firearms on Norwegian soil, and is little suited
to the special conditions which apply in the present case. On the other hand, the
presence of firearms on board Norwegian

ships has not been particularly relevant since the passing of the Act, until now.

c. The Security Guard Services Act

The Act of 5 January 2001 No. 1 relating to security guard services (the Security Guard
Services Act), regulates the use of commercial security guard services and private
security guard schemes. The Act is intended to help to ensure that guard services are of
a high quality, and to protect the legal rights of persons who are the subject of actions
by guards and of the users of such services. Guards are not permitted to use force in
excess of the general right granted by the self-defence provision in section 48 of the
General Civil Penal Code of 1902,

nor are they permitted to use firearms.
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Pursuant to a statutory amendment which entered into force on 1 April 2011, the
Act no longer applies to security guard activities on board ships in foreign waters
(referred to as ISPS ships). This is also one of the reasons why the Security
Regulations had to be amended to impose requirements on companies that use
security firms.

d. The rules in the Norwegian Maritime Code regarding the provision of
assistance to persons in distress at sea, etc.

Depending on the circumstances, if a ship repels a hijack attempt by pirates
through the use of firearms, the pirates may be put in an emergency situation
due to personal injury or damage, fire, etc. Section 135, third paragraph, of the
Norwegian Maritime Code (Act of 24 June 1994 No. 39), imposes a duty on a
master to assist persons who are in distress at sea or who are threatened by a
danger at sea provided that this can be done without serious risk to the ship or
those on board. The master is thus required to undertake a concrete
assessment in each individual situation as to whether help can be provided
without serious risk to the ship or its crew.

As a general rule, the threshold for concluding that pirates present a potential
risk to the ship or its crew is low, even if they are in an emergency situation.
Even if the conditions for having to provide assistance are met, it does not mean
that the pirates have to be taken on board the ship. If the circumstances permit it,
it may be sufficient to deploy a life raft or to contact the military authorities. If the
circumstances nevertheless require one or several of the pirates to be taken on
board, the master should be aware that the pirates may use the emergency
situation to take control of the ship.

It is also important to highlight the provision in section 135, fourth paragraph,
which provides that, “[n]Jo one... must in any way, wholly or partially, interfere
with the master in making decisions or effectuate efforts that in the master's
professional judgement are necessary for the safety of human lives at sea, or for
the protection of the marine environment.” This provision, which is also included
in the IMO maritime safety convention (SOLAS), reflects the fact that the master
is in command on board, and that he has the final word in decisions relating to
the security of the ship.

Finally, section 164, first sentence, of the Norwegian Maritime Code requires all
masters involved in a collision between ships to provide assistance to the other
ship and those on board, provided that this can be done without exposing one’s
own ship to serious risk.
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e. Regulations of 22 June 2004 No. 972 concerning security, anti-terrorism and
antipiracy measures and the use of force on board ships and mobile offshore drilling
units

The Norwegian Maritime Directorate has issued the Regulations of 22 June 2004 No.
972 concerning security, anti-terrorism and anti-piracy measures and the use of force
on board ships and mobile offshore drilling units. The regulations implement the ISPS
Code and EU regulation 725/2004/EC. Internationally, there are differing views on the
ISPS Code, which was adopted as a counter-measure following the terrorist attacks on
the United States on 11

September 2001 and which also includes measures to combat piracy and armed
robbery. The regulations were adopted pursuant to section 39 of the Ship Safety and
Security Act, which also covers other illegal acts than acts of terrorism but contains no
direct references to piracy. However, it must be assumed that it also covers anti-piracy
measures. Provisions concerning the use of force are included in chapter 4 of the
regulations, while the use and storage of firearms and armed guards are covered in
chapter 5. Chapters 4 and 5 of the regulations are discussed in more detail below.

f. Regulations concerning serious crimes

Pursuant to the Seamen’s Act, the Norwegian Maritime Directorate has introduced the
Regulations of 1 March 2005 No. 235 concerning the obligations of the master and
company in the event that a criminal offence of a serious nature is committed on board
ship, and concerning notification of missing persons. The regulations apply when there
is a suspicion that a criminal offence of a serious nature has been committed on board a
Norwegian ship, when a person accompanying the ship is missing in circumstances that
give reason to believe that the person has drowned, and when a person has committed
suicide on board. Among other things, the regulations impose certain duties on the
captain to take investigative steps.

Section 1 states that the regulations will not apply in connection with the investigation of
matters related to the operation of the ship, including navigation. Criminal offences,
such as a pirate attack, must be regarded as connected to the operation of the ship. The
regulations will therefore not apply to such actions, and the master is not obliged to take
investigative steps.

g. Penalties

i. The General Civil Penal Code 1902

If a ship is subjected to a pirate attack, and the ship employs force to prevent the ship
from being hijacked, etc., the pirates or other persons may suffer personal injury or
death. Such an act of self-defence will only be immune from prosecution and lawful if
the use of force satisfies the conditions set out in section 48 of the General Civil Penal
Code 1902 (section 18 of the 2005 General Civil Penal Code), on self-defence.
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Section 12 of the General Civil Penal Code governs scope, and states that the code
applies to the crew of a vessel registered in Norway or, “any other person travelling on
the vessel,” regardiess of where they are located. A foreign security guard who
commits a criminal offence on a vessel registered in Norway is thus covered by the
General Civil Penal Code.

Section 48 of the General Civil Penal Code deals with self-defence. The provision states
that self-defence applies when one has to take action which is otherwise unlawful in
order to protect oneself against an unlawful attack by another person. Even actions
which cause injury or death may, depending on the circumstances, be taken in
self-defence. Such actions are not only immune from prosecution, but also lawful, and
do not normally trigger liability in damages. However, the preventive action must be
proportionate, and must therefore correspond to the seriousness of the situation with
which one is faced. Section 40 of the Ship Safety and Security Act and section 48 of the
General Civil Penal Code are alternative, and not mutually exclusive, grounds for
immunity from prosecution and lawfulness. Once an act of self-defence is completed,
the person attacked may have a certain duty to assist the attacker, see section 3 d
above.

Section 314, first paragraph, of the General Civil Penal Code sets out penalties for a
master or officer of the watch who in connection with a collision or manoeuvre causes a
dangerous situation and subsequently fails to provide assistance. Accordingly, the
penal provision is only triggered by a failure to provide help when the emergency at sea
has occurred as a result of a collision or manoeuvre (see section 164 of the Norwegian
Maritime Code), and does not penalise breaches of the general duty to assist contained
in section 135. See also section 3 d above.

ii. Penal provisions in the Ship Safety and Security Act

Chapter 10 of the Ship Safety and Security Act sets out penalties for breaches of the Act.
However, breaches of sections 39 and 40 are not penalised. The security firm, the
guards or the master may nevertheless be prosecuted by the Norwegian prosecuting
authority if the limits on the use of force are breached. In special cases, the company
may also be subjected to criminal prosecution pursuant to sections 48a and 48b of the
General Civil Penal Code (criminal liability of enterprises). Breaches or defects caused
by the security firm may also have severe financial consequences for the company with
regard to the ship’s insurers or the owner of the cargo.

iii. Penal provisions in the Firearms Act

Section 33 of the Firearms Act states that any person who intentionally or with gross
negligence breaches provisions laid down in or pursuant to the Act shall be liable to
fines or imprisonment for a term not exceeding three months, unless the offence is
subject to a stricter penalty. Unlawful importation, transfer, acquisition or possession
may be punished by imprisonment for a term not exceeding two years or, in the case of
gross offences, a term not exceeding four years.
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4. Geographical scope ,

Time-limited firearm permits issued pursuant to section 23 a of the Firearms
Regulations and the Security Regulations apply to ships in foreign waters which are
sailing in, to or from an area subject to alert level 2 or 3, but only when they are sailing
south of 30 degrees north latitude. The phrase “(...) only when they are sailing south of
30 degrees north latitude” will guide the interpretation of “sailing in, to or from an area
subject to alert level 2 or 3". The conditions of the time-limited firearm permit will not be
breached if ships sailing to an area subject to alert level 2 or 3 bring on board armed
guards and equipment, for example because of the planned sailing route, market
conditions or legal conditions, provided that this is done south of 30 degrees north
latitude.

5. Requirement for a firearm permit pursuant to section 23 a of the Firearms
Regulations

A company which is considering bringing armed guards on board its ships must first
apply for a firearm permit pursuant to section 23 a of the Firearms Regulations. The
company may apply for a permit even if no decision has been made to conclude a
contract with a specific security firm for the purchase of armed guard services. The
application must be made to the chief of police in the police district in which the
company or the operating company has its head office, or the police district in which the
local representative of the owner has its registered address. Companies may only be
granted a permit for a limited time period of up to six months. At the end of this period,
companies may apply for a new permit. Permits granted pursuant to section 23 a of the
Firearms Regulations are deemed to be firearm licences.

Section 23 a of the Firearms Regulations permits companies to be granted a general,
timelimited permit for holding of firearms by hired security firms on board ISPS ships
registered in Norway. Granted permits will only apply in cases in which firearms are
brought on board for protection against acts of terrorism and piracy as described in
chapter 6 of the Ship Safety and Security Act. Companies may be granted a general
permit to hold firearms. Granted permits will therefore not be linked to individual
firearms. The reason why permits are not linked to individual firearms is that the permit
and application systems of the Firearms Act appear to be largely impractical and
unsuitable with regard to the matters that fall under the Ship Safety and Security Act,
which regulates the use of armed guards on board ships registered in Norway. In
addition, the time aspect will complicate making an individual application every time.
Moreover, granted permits will not apply to a specific assignment or a specific security
firm. Accordingly, when an application for a permit is made, no information needs to be
included in this regard. In addition, the permit will not apply to security firms that are
banned pursuant to section 20, fourth paragraph, of the Security Regulations; see
section 6.
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As stated, a granted permit will not be linked to each individual firearm. However,

companies must apply for an exemption in order to be permitted to hold prohibited

firearms. A chief of police may grant exemptions in respect of the following prohibited

firearms:

® fully automatic firearms with a calibre such that the diameter of the bullet does not
exceed 7.62 mm;

@ fully automatic firearms that use rounds with a size of 9x19 mm: or

® single-shot, repeating or semi-automatic firearms with a calibre such that the
diameter of the bullet does not exceed 12.7 mm.

An application for a permit made to a chief of police must include the following

information:

® the name and address of the company, along with the full name and address of the
person authorised to submit the application; see section 26, second paragraph, of
the Firearms Regulations;

® the purpose of the application; see section 23 a, first paragraph, of the Firearms
Regulations;

® any application for an exemption in respect of prohibited firearms; see section 23
a,second paragraph, of the Firearms Regulations;

® any previous firearm licence held by the applicant and, if relevant, who issued it;
and

® a declaration that the ships have FG-approved security cabinets or, if relevant, that
the necessary FG-approved security cabinets will be acquired by the time the
guards come on board.

The application must be dated and signed by the applicant.

6. Criteria for the selection of security firms, etc.

Today, numerous security firms offer on-board guard services in high risk areas. There
is reason to believe that not all of the security firms have the necessary expertise and
credibility required to perform the demanding task of providing armed guard services in
high risk areas.

Companies are required to carry out a detailed assessment of the suitability of the
security firm and the guards for each assignment. Section 20 of the Security
Regulations imposes requirements on companies in connection with such selection,
while the IMO guidelines contain more detailed provisions on how selection should
occur. Section 20, third paragraph, of the regulations specifies that companies must
take the IMO guidelines into account when selecting and using private armed security
guards. This also means that the IMO guidelines should be followed wherever possible.
However, it is not certain that all of the documentation recommended by the guidelines
can be submitted. At the same time, there may be information which a company deems
necessary but which is not mentioned in the guidelines.
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As regards documentation which companies are required to submit to the Norwegian
Maritime Directorate for briefing purposes, section 20, second paragraph, of the
regulations requires:
a) A statement of reasons stating why the industry’s guideline preventive measures
are deemed insufficient and that there is a need for armed guards.
b) An assessment of the suitability of the security firm and the guards, including the
security firm’s own documentary evidence:

1. of satisfactory procedures for the recruitment and training of personnel;

2. of satisfactory procedures for the procurement, use, maintenance, storage and
transportation of equipment, including firearms and ammunition, relevant to the
assignment in question;

3. that the guards hold the necessary qualifications and have completed
necessary training, including firearms training, for the assignment in question;
and

4. that the guards are at least 18 years of age, can identify themselves and can
submit a recently issued certificate of good conduct. If a certificate of good
conduct cannot be obtained, an alternate, similar confirmation or reference
should be procured.

The requirement for companies to send the aforementioned documentation to the
Norwegian Maritime Directorate is based on the principle that the Norwegian
prosecuting authority should have access to a certain minimum amount of information
for the purposes of any future investigation, for example if the unlawful use of force is
suspected. The requirement is also intended to ensure that companies undertake a
quality assessment in connection with the selection of their security firm.

Section 20, second paragraph, sub-paragraph a), of the regulations specifies that a
decision to use armed guards may only be taken once a risk assessment has been
completed that shows that measures in accordance with the BMPs will not ensure
satisfactory security. This requirement affirms the duty of companies to carry out a risk
assessment before private armed guards are brought on board; ref. “(...) there is a
need for armed guards”. Moreover, it also affirms the fundamental condition that private
armed security guards must be a supplement to, and not a replacement for, passive
security measures recommended by the industry. The aim of the provision is to help
ensure that companies assess, specifically and in each individual case, the need for
private armed security guards, and that private armed security guards are not used
unnecessarily on board ships registered in Norway. Section 1.2 of the IMO guidelines
(Risk Assessment) contains supplementary provisions concerning the risk
assessment.
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Section 20, second paragraph, sub-paragraph b), of the regulations requires
companies to assess the suitability of the security firm and the guards for the
intended assignment. An assignment on board a ship requires other qualities
than an assignment on land. Companies will also be required to take the IMO
guidelines into account in this context, see section 20, third paragraph. In the
assessment of the suitability of the security firm and the guards, the security firm’
s own documentation relating to the matters specified in items 1) to 4) will be
relevant minimum factors. It should also be noted that section 2.1 of the IMO
guidelines (General (PMSC Selection Criteria)) contains a list of matters which
should be considered with regard to the security firm, including its ownership,
financial position, insurance coverage, any accreditations, etc. See also section
2.2 of the guidelines (PMSC Background Information), which recommends that
companies investigate the experience of the firm, including whether it has
references from other clients and whether it has a sufficient understanding of the
situation in the high risk areas, including of the military operations being
conducted in these areas.

Item 1) requires the assessment and submission to the Norwegian Maritime
Directorate for briefing purposes of the security firm’s own documentation
relating to, “satisfactory procedures for the recruitment and training of
personnel”. “Satisfactory” must be interpreted to mean, first, that the security
firm has drawn up procedures and, second, that the procedures meet,
objectively, a certain minimum standard measured by reference to the guidelines
for the use and selection of security firms contained in the IMO guidelines. With
regard to this requirement, it will be important, among other things, to give
consideration to section 2 of the IMO guidelines (PMSC Selection Criteria). It will
be natural to evaluate the experience and expertise of key company personnel,
staff recruitment sources, who is recruited (whether background checks are
performed, whether maritime experience is required), etc. As regards the
satisfactory training requirement, this must be deemed also to include training of
the crew on board to minimise the risk of injury to crew members in connection
with the repelling of a pirate attack as much as possible.
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Item 2) requires the company to assess and submit to the Norwegian Maritime
Directorate for briefing purposes documentation concerning, “satisfactory
procedures for the procurement, use, maintenance, storage and transportation
of equipment, including firearms and ammunition, relevant to the assignment in
question™. As in the case of item 1), this requires, firstly, that the security firm has
procedures in place and, secondly, that consideration is given to the IMO
guidelines when evaluating the quality of the procedures. The transportation of
firearms to the port at which the guards are to embark may be relevant, and it is
important in this regard that the company checks that the security firm has
procedures in place for obtaining the necessary permits (for example export
permits or permits from the port state). The same applies to the security firm’s
procedures for the procurement of firearm types permitted by the firearm permit.
The requirement that the security firm must have in place proper procedures for
the use of firearms is, of course, also a key element. In this context, companies
should give particular emphasis to checking whether the procedures of the
security firm also cover any specialised types of firearm in respect of which the
companies have applied for an exemption. Companies should also be aware of
section 3.4 of the IMO guidelines (Management of Firearms and Ammunition
from Embarkation to Disembarkation), which contains supplementary provisions
regarding the factors to which the company should pay attention. In addition, the
company should also be aware of sections 3.5 to 3.6 (Rules for the Use of Force
and Reporting and Recordkeeping).

Item 3) requires the company to assess and submit to the Norwegian Maritime
Directorate for briefing purposes documentation concerning the requirement,
“that the guards hold the necessary qualifications and have completed
necessary training, including firearms training, for the assignment in question”.
This provision relates directly to the requirement regarding the suitability of the
guards, particularly with respect to the handling of the firearms permitted

by the temporary firearm permit. The provision also relates indirectly to the
suitability of the security firm, since suitable security firms are assumed only to
recruit suitable personnel. The required experience may typically be from the
military or specialist police forces. Not all security firms that offer services
necessarily have experience of maritime guard duties, and it is important to be
aware that guarding a ship presents different challenges from guard duties 10 on
land. Section 2.4 of the IMO guidelines (Training of PCASP) contains
supplementary recommendations regarding what documentary evidence the
company should demand from the security firm, for example satisfactory,
detailed specifications of completed training, including in the use of firearms.
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Item 4) requires the company to verify that the guards are at least 18 years of
age and that this can be documented. If a certificate of good conduct or similar
document can be submitted, it must be sent to the Norwegian Maritime
Directorate. However, the ability to obtain a certificate of good conduct will vary
from state to state. Section 2.3 of the IMO guidelines (Selection and Vetting of
PMSC) contains supplementary recommendations regarding what documentary
evidence the company should demand. Further, the company must consult the
master before deciding to use armed guards; see section 20, first paragraph, of
the regulations. The IMO guidelines also recommend consulting the master: see
section 1 (Introduction), final paragraph. The reasons for this are that the master
is in command on board, that the appropriateness of armed guards is an issue
on which opinions may differ, and that the master will often have experience of
sailing through high risk areas. It is assumed that the consultation with the
master will be real, and that significant weight will be attached to his views.
However, the decision to use armed guards lies with the company, as such use
must be regarded as a preventive measure pursuant to section 39 of the Ship
Safety and Security Act, under which the company is subject to the duty set out
there. Nevertheless, the decision to use force to repel a pirate attack is the
master’s alone; see sections 17, first paragraph, and 24, first paragraph, of the
regulations.

Section 20, fourth paragraph, of the regulations contains a safety valve that
authorises the Norwegian Maritime Directorate to decide that companies may
not use a particular security firm if the Directorate receives specific, credible
information indicating that the firm in question is clearly unsuitable. In other
words, the Directorate has no duty to undertake a quality check of security firms
used on Norwegian ships. This check must be undertaken by the company; see
section 20, second and third paragraphs, of the regulations. The safety valve is
reserved for use in cases in which the Directorate receives specific, credible
information through the media or other information channels about
circumstances indicating that the security firm is unsuitable for assignments on
board ships. It is clear that a high threshold must be exceeded before the
Directorate makes this kind of decision, and such decisions will probably be
limited to cases in which, for example, other authorities have charged the firm or
its guards in connection with the commission of serious criminal offences. The
decision of the Directorate may take the form of an individual decision, but it will
most likely be sensible for it to be made in the form of a regulation.
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